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Overview

By using the TPl Payment Server, the administrator users can manage thatsodth

little more than a few keystrokes and mouse clicks. Through an intuitive graphical user
interface, an administrator can set up new accounts and modify or delete existinnones
turn, merchants can upload POS transactions from their terminals and captuseafmage
signed sales drafts. As a result, merchants no longer have to hold copies of these
transactions for retrieval requests. Instead, the images are housed on the web and
available to the merchant by using a web browser. Additionally, merchants also have
access to manage accounts at the user level within their merchant accounts*. This
versatility thus not only supports a wide level of account management, but also reduces
the need for administrator involvement in routine and simple adjustments to the merchant
account.

In addition, the TPI Payment Server provides tools to customize logos and contact
information, which locate on the TPl Payment Server web pages viewable to every user
In this way, while maintaining a professional business presentation, an adnanisdrat
conveniently provide merchants with vital contact information.

This documentation targets individuals who will monitor the TPI Payment Sertemsys
on a regular basis. Some knowledge of basic system administrative principidgss a
For an administrator, although prior experience with system administration is not
required, it will help facilitating installation and maintenance of the payneeneis

* Managing user accounts is dependent on the meislassigned security permissions.

Ch 1: Beginning to Use TPl Payment Server

What to expect and what to do when beginning to use the TPl Payment Server for
payment processing.

In this introductory chapter, you will learn the basics on how to use the TPl Payment
Server for payment processing. The topics covered include the payment server’s logon
process, graphical user interface (GUI), and user account management. To begin using
the TPl Payment Server, you must first logon to the system.

1. Open your internet browser

2. Type the Uniform Resource Locator (URL) for the payment server login page in
the Addressfield (For example:
http://www.TheWebSte.com/Admin/login.aspx). Consult the system
administrator for the TPl Payment Server if you are unsure of the correct URL and
the login page for the TPI Payment Server should open (shown below)




L TPISoftware
'SmartPayments™

| payment server |

Click here if you fargot your password,
Click here if you need help.

Username:

Passwori:

3. Input your username in thésernamefield
4. Input your password in tHeasswordfield
5. Click Login (theResetbutton lets you re-enter your username and password)

Note: If this is your first time logging on to the payment server, you will sderahUser
Licensing Agreement(EULA). To continue your login, read the agreement and click the
| agree button.

END-TSER LICEN3E AGREEMENT FOR TPI JOFTWARE ZOFTWARE G’

IMPCRTANT READ CAREFULLY:

This TPI Software End-User License Agreement [ EULA ) is a legal
agreement between you (either an individual or & single entity) and
TPI Software LLC for the TPI Software product accompanying this EULL,
which includes computer software and may include associated media,
printed materials, and online or electronic documentation (SOFTWARE) .
By installing, copying, or otherwise using the SOFTWARE, wou agrees to
be bound by the terms of this EULA. If you do not agree to the terms
of this EULA, do not install, copy, or otherwise use the 30FTWARE.

SCOFTWARE PRODUCT LICENSE

TPI Software (SCOFTWARE) is protected by copyright laws and
international copyright treaties, as well as other intellectual
property laws and treaties. The I0OFTWARE is licensed, not sold.

GRANT COF LICEWSE. TPI Zoftware herehy grants you [("Licensee™) a
limited, nonexclusive, non-transferrable, royalty-free license to
make and use an unlimited manber of copies of the SCOFTWARE
accompanying this EULA to be installed on CPUs residing on Licensee's
premises, solely for Licensee's internal use. TPI Software and its
suppliers shall retain title and all ownership rights to the product,
and this Agreement shall not be construed in any manner as
transferring any rights of ownership or license to the SOFTWARE or to

tha foaatiras or informatiom tharoin  cwsmant oo srecsificslls otarod

w

Do wou agree with this icense agreement?

[ | disagree ] | agres




Logon as a Merchant

After you logon to the system as a merchant, a menu bar will appear on the screen (as
shown below). It contains a list of optionartual Terminals, Recurring Billing,

Current Batch, End of Day, Closed Batches, Find Transactions, Manage Users,
Preferences, Email andLogout.

TheManage Userdsfeature is discussed in this chapter. All other features will be
discussed in the following chapters.

Logged In As: test a TPISoftware
Test Merchant
L 'SmartPayments™
Demarpayments™

Non-Default Company Name
""123 Non-Default Street’
"Non-Default Suite 123"
"Redmond, WA 98052"
"23-123-1234

L1 inual Terminals
]_| Fiecuring Biling
71 Current Batch
i) End of Day
71 Closed Batches
21 Find Transactions
]J tManage Users

]_| Tanols
H-__| Preferences sales@Non-DefaultDomain.com

51 Exmail support@Non-DefaultDomain.com

ﬁ Logout

Non-Default Company
Name
""123 Mon-Default Street’
"Mon-Default Suite 123"
"Redmond, Wwa 98052"
"123-123-1234

Powered by
SmartPayments™

Virtual Terminal
Credit — Proces$ale, PreAuth, or ForceAuth transactions on credit card
Debit — Proces$&ale or Return transactions on debit card
Checks— Proces$ale, Verify (PreAuth), Void, Return, or ForceSale (PostAuth)
transactions on check
Gift Cards — Proces&edeem, Reload, Refund, Activate, Deactivate, or Inquire
transactions on gift cardNpte: A gift card must be activated to be used)

Recurring Billing
Add Customer — Add a new customer for recurring billing
View Customer— Displays established recurring billing customers
View Contracts — Displays established contracts for customers
Billing Report — Displays transactions processed through recurring billing

Current Batch




Summary — Displays a summary list on transactions in the current batch
Credit/Debit/EBT/Checks — Displays the transaction details in the current batch
Host Batch Info —Displays a batch summary form the processor host

End of Day
Credit/Debit/EBT/Checks — Displays the current batch summary and allow you
to submit the batch

Closed Batches
Credit/Debit/EBT/Checks — Displays the transaction details of closed batch

Find Transactions
Summary — Displays a summary list on all transactions categorized by the
payment type
Credit/Debit/EBT/Gift Cards/Check — Displays the transaction details,
including receipt and/or check images if applied

Manage Users
Add — Add a new user account
Find/Edit — Find, edit or delete user account

Preferences
Access Control- Grant or deny access to log into an account by verifying the IP
address
Custom Fields— Add data field to the Virtual Terminals pages. The field will be
saved along with the transaction
Device Setup- Set up input devices connected to your system
Password— Change the user password
Security — Set security for functions performed at the user level

Email

Sales— Send email to the TPI Payment Server sales team
Support — Send email to the TPl Payment Server support team

Logout — Exit the TPI Payment Server

Adding a New User

TheManage Userssection is used to add, find, edit, or delete user accounts. The
following examples describe two scenarios in which you would want to add a new user.
* Your company must establish a user account for each terminalThis account

is set up specifically to upload transactions and sales draft/check images to the
web




Your company wants to establish a user account for an office managerhis
manager needs a user name and password fro access to retrieve images and view
reports

Adding a new user:

1.
2.

B w

Click on theManage Userdolder
Click on theAdd link to add a new user and the following screen will appear

User Information {(* indicates required field)

User Marme: *securty Level *System Level
1 |»
*First Mame: *Last Mame:
*Phaone Mumber: *Email Address:
Street Address 1: Street Address 2
ity State:
...... R
Province: Postal Code:
Country: Time Zore:
Canada ~ Eastern v
[ Save User ] [Reset l

Without your specifying a user name in theer Namefield, the payment server

will generate a user name for you

TheFirst Name andLast Namefields are where you will need to identify the
terminal that will be uploading to this account or the entity that will be using this
account

The Security Levelbox should be defined correctly to give the user access to only
what the user needs to complete his/her task (Also, see Setting Security i Chapte
6)

Enter the new user’s information into tdser Information form
Click on theSave Useibutton (theResetbutton allows you to return to the
previously savedser Information state)

Finding and Editing Users

TheFind/Edit function lets you manage the user account, such as, search a user account,
modify the previously entered user information, delete an existing user, activate or
inactivate a user account, etc.

1.

Click on theManage Userdolder




2. Click on theFind/Edit link and the following screen will open

Show Filters

MOTE: You don't need to fill out all the fields, just the ones you knowy. The less information
you provide, the mare match you will get. e.g. If you put in "r" in the "City" field, i wil match
any city with a "r"in i.

U=er Mame Email I:l
First Mame |:| Last Name I:l
U=er Mumber I:l Phone I:l

T (Foe)

3. Fill out the field(s) that you know for your target user in 8w Filters form.
Notice without entering any information in the filter form, it will return allruse
accounts

4. Click Find (theResetbutton lets you re-enter the information) and a list of users
will appear (Notice thes and sa arrows under each column name are for sorting
the list)

User Name |[Last Name [First Name [Partner ID
F F g F g F

test merchant test test 100 testl@rnyCormpany .com
test myMerchant testing hello 100 testZ@rny Company . com

5. To send an email to the user, click Email link. Your default mail application
will pop up for you to email the user

6. To view, edit or delete the user, click on thger Namelink. The following
figure will appear

User Information Edit User
Username: test merchant User Options
Status: Active - Reset Password
Email: test] fmyCompany com - Etnail Pazsword
- Log In &= this User
Contact Info
test test - Delete User
Usa,

- ldake User Inactive

Security Level: 4
Systemn Level: 1
User Type: Merchant

7. To edit the user, click thedit User link in the upper right corning of the section
and a screen similar to the example below will open displaying the detail of the
user information




User Information (* indicates required field)

User Mame: *zecurty Level *System Level
|test rnerchant |

*First Mame: *Last Name:

test o rest |
*Phone Number: *Email Address:

123 | test1@myCompany.com |
Street Address 1 Street Address 2

City: State:

| | Lo v
Province: Postal Code:

Country: Time Zone:

| LUnited States | Pacific v |

8. Edit the fields as necessary and clB&ve Userto save the changes (tReset
button allows you to return to the previously saldsér Information form)

Username: test User Options
Status: Active - Reset Password
Email: testi@tpizoft.com - Email Password

- Log In as this User
Contact Info
test merchant
SE7 S6th St - Delete User
Seattle, W& 12345 - hake User Inactive
Usa,

Security Level: 4
System Level: 1
User Type: Merchant

Email: testl @mviompanv.con — To send the user an email after your default mail application
appears

-ResstPassword — T reset the user password. The payment server will automatically generate
a new user password

-Emsipassword — TO send the user his/her password, in the context of a pre-defined email
template (See example figure below)

-Lownzsthis Uzer — TQ |og in as this user

-Lelete ser — T delete the user. Notice you cannot delgieraary user. A primary user is
created when an account is first created

- Make UserInactive. QF - Make User 2ctive. — TO make the user inactive or active




Send Email

From |Mon-Default Software<suppon@mysoft. com:=
To |test@tpisoft.com

CC |test@tpisoft.com

BCC [test@tpisoft.com

Subject |Your account information

Dear test, A

Welcome and thank you for choosing our payment solution! Please
note that you will need your user name and password to log in the
next time you wisit us. Rewmenber, passwords are case-sensitive.
Tou must enter your password exactly the same way, including
capitalization, each time you log in.

Please use this link to start using our payment solutions:
https://127.0.0.1

Pavwent Server account information.
- PartnerID: 100
- Merchant Number: 1
— Uszer Name: test
- Pazsword: 5465

Ch 2: Creating Transactions with Virtual Terminals

How to use virtual terminals

Virtual Terminals allow you to process various transactions on credit card, debit card,
check, and gift card. The transaction types inclhae, PreAuth(pre-authorization),
ForceAuth (post-authorization)yoid, Return, etc. This chapter describes how to
process each type of transaction, grouped by the payment methods: Credit Card, Debit
Card, Check, and Gift Card.

In general, when filling out the transaction forms (illustrated as screenstibis i

chapter), be aware that the industry type of your merchant account, such as retail or e-
Commerce, has different requirements on certain fields to be populated or not. For
example, some payment processors do not require an address for a retail transaction, but
require for an e-Commerce one. Consult your service provider if you are unsure of these
requirements.

To process retail transactions, you will need various devices, such as card réader, Pl
pad, and check reader. Refer to Setting up Input Devices in Chapter 6 for details.

Credit Card

The virtual terminal does not facilitatoid andReturn transactions on credit card.
Instead, they are provided throuigimd Transactions. This is to ensure a void or return
transaction only to be made on an existing transaction, which further help reduce fraud.




Credit Card Sale

1. Click on theVirtual Terminals folder

2. Click on theCredit link

3. Click on theSaletab (shown below)

Cared Mumber:
Expiration:
Subtotal:

Tax Amournt:

Tip Amourt;
Total Amount:

Customer |D:
Card Holder:
Strest:

City:

PostaliZip Code:

CV2:

Imwvaice #:

PO #:

|:| Force Duplicate

H Repeat Sale (Installment)

[

Process ] [Clear]

4. Enter the credit card information into t@eedit Card Sale form

5. By checking thd-orce Duplicatebox, you can process a duplicate transaction. A
duplicate transaction is an attempted transaction identical to the one alreldy ma
on the same day, with the same credit card number, expiration date, and total

amount

6. TheRepeat Sal€unction is designed for a credit card payment with installments.
If this transaction is a repeat sale, checkRkepeat Salebox to expand the
section (shown below). Otherwise, skip this step and go to Step 8

Repeat Sale (Installment)

Instaliment Mumber:

Total Installments:

Uze thiz section if your customer is making installment payments. For example, if the purchase price
weas $E00 and you set your customer wp with a three month installiment option, you would enter the
payment information above, input 1,2 or 3 for Installment Mumber and 3 for Total Installments.

7. Fill out the two fields in th&epeat Salesection for an installation payment

10



8. Click Process(theClear button lets you clear the form without processing the
transaction)

Credit Card Sale Receipt

Print Receipt
Map Address

Date 5/8/2006

Tirne 316 PM POT
Trans Type Sale

Register 1

Subtotal $3.00

Account T A
Exp Date 0309

Issuer WISA

Mame Global Payments Inc
Irvoic ed

PO#

Sale Tax Amt

Tip At

Total Armt $3.00

Street 4 Carporate Sq
City Atlanta

Zip 30329

Entry Method  Manual

Result APPROVED
AuthCode 123456
Message APPROWAL
PHRef 54244
CommercialCard False
CWResult

AWSResponse Mo Match on Address (Street) or ZIF

Credit Card Repeat Sale Receipt

Frint Receipt
Map Address

Date £/8/2006

Tirne 316 PM POT
Trans Type Sale

Register 1

Subtotal $3.00

Account T B
Exp Date 0809

Issuer WS4

MName Global Payments Inc
Invoiced

PO

Sale Tax Amt

Tip Amt

Total Amt $3.00

Street 4 Corporate Sg
City Atlanta

Zip 30329

Entry Method  Manual

Result APPROVED
AuthCode 123456
Message APFPROWAL
FPHNRef 54244
CammercialCard False
CyResult

AVSHesponse Mo Match on Address (Street) or ZIP

1



9. Notice the two options in the figures above: Print Receipt and Map Address
10. Click onPrint Receipt to print the transaction receipt
11.Click onMap Addressto locate the address on a map

Credit Card PreAuth

PreAuth is the process of authorizing and reserving the funds for the transaction —
ensuring the card is valid, and the cardholder has sufficient open-to-buy funds to cover
the purchase amount and reserving the funds for completion.

1. Click on theVirtual Terminals folder
2. Click on theCredit link
3. Click on thePreAuth tab (shown below)

Card NMumber: |
Expitation:
Subtotal:
Taw Amaourt:
Tip Amourit:
Total Amount:
Card Holder:
Street:
City:
PostaliZip Code:
CWa
Invoice #:

PO

[ Process ] [Clear]

Enter the credit card information into the form
Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt like the example below will appear

S

12



Print Receipt
Map Address

Date 5/3/2006

Tirme 319 PM POT
Trans Type Auth

Register 1

Subtotal $2.00

Account i Y o)
Exp Date 0s0g

Issuer WISA,

Mame Global Payments Inc
Invoiced

PO#

Sale Tax Amt

Tip Amt

Total Amt $2.00

Street 4 Corporate Sg
City Atlanta

Zip 30329

Entry Method  Manual

Result APPROWED
AuthCode 123456
hMessage APPROWAL
PMRef 54245
CommercialCard False
CywResult

AvaHesponse Mo Match on Address (Street) or ZIP

6. Notice the two options in the figures above: Print Receipt and Map Address
7. Click onPrint Receipt to print the transaction receipt (example shown below)
8. Click onMap Addressto locate the address on a map

13



Vital CC/DET/EET 2 Test Metchant
123
Fedmond, Wi 92052

Drate: 7/29/2004 Time: 11:14:28 AM [PDT]

Trans Type: Authotization
Transaction #: 10901
Name:

Accomt ************1?32
Ezxp Date: nso9
Card Type: MASTERCARD
Entry: Mlatal
AuthCode: VITALZ
Eesult: Approved
Total Amt: $0.00
I &gree to Pay Above Total

Amount &ccording to Card

Issuer & greement (Merchant
& greement if Credit Voucher)

Signatuare X

Credit Card Return
A Credit Card Return is a return transaction in which a previous Credit Card Sale is to
be returned / voided.

1. Click on theVirtual Terminals folder
2. Click on theCredit link
3. Click on theReturn tab (shown below)

For security reasons, we limit refunds to the same credit card account number that
was used in the purchase. We also limit the dollar amount of the refund to the dollar
arnount of the original purchase or less.

To process a refund, please select Transaction REeports, query the ariginal transaction,
then click the PNRef number. A refund option should appear. You may enter a
different dollar amount in the amount field, however, the dollar amount can not exceed
the ariginal purchase amount.

4. Read the information and clidkansaction Reports(shown below)

14



Transaction Filters

Date: Ra.—.ga|SeIect a Date Range or enter dates manually below . . V|
Start Dot [S/8/2006 | Enaate [3/B/2006 |
Start T|me| ‘ End T|me| |

e
o
-

P
=
I~
I~
It
jea
It
i
Ira
jen
Ira
o
Ira
Fa
I~
I
I
X3
I
jea
P
i
It
jen
I~
o
I~
]

- e
rs
]
= 18

Card Halder I:I
Card Number I:l
Invoice MNumber I:I
Customer ID; I:|

Exclude Yaicl

Status| Approved b

PhRet

[ ]
O
[ 1

Batch Mum

Note: The date is defaulted to today’s date.

5. Enter the appropriate information. (No information needs to be entered onto this
page, by clicking th&ubmit button, you will view all transactions today)
6. Click Submit and a list of transactions similar to the sample screen below will

appear

Ref # |Customer ID |Inv # Date Result Payment | Account Account # Name |(Type| Status Approval

P g P . - v P Type « ¥ | Type & ¥ P P 4 P P Code &« *
5/8/2006 Global

54234 12:52:23 | APPROVED | VISA VISA Hk Rk R R R T | Payments | Sale | APPROVAL| 001007
PM Inc
5/8/2006

54232 12:49:52 APPROVED | VISA WISA B (L Sale | APPROVAL| 001006
PM

7. A list of transactions will appear, click on the transacRea # you wish to return

Yoid transaction # 542347

[ Yes, Yoid this Transaction |

8. Click Yes, Void this Transaction

Microsoft Internet Explorer

\3/ Are you sure you want ko void this transaction? IF vou click OK, this transaction will be voided and dropped from the
systenm,

[ ook |’ Cancel ]

9. Click OK and similar screen to the following void response example will appear

15



Response @ OK

Result : APPROVED
aduthCode : 001007
Message | APPROVAL
PHRef ; 54254
CommercialCard © False

Credit Card ForceAuth

ForceAuth is a sale transaction for which a merchant received a voice authorization. A
ForceAuth is done so that the previously authorized transaction can be settled and the
merchant can receive funds.

1. Click on theVirtual Terminals folder
2. Click on theCredit link
3. Click on theForceAuth tab (shown below)

Care Mumber:
Expiration:
Auth Cocle:
Subtotal:

Tax Amount:
Tig Amourt:
Taotal Amaurt:
Customer |
Card Holder:
Street:

City:
PostaliZip Code:
CH2

Irvvaice #:

PO #:

4. Enter the customer’s credit card information into the form
5. Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt similar to the one below will open

16



Frint Receipt

Map Address
Date

Tirme
Trans Type
Register
Subtotal
Account
Exp Date
lssuer
Mame
Ireeoiced
PO

Sale Tax Amt
Tip Amt
Total Amt
Street

City

fip

Entry Method
Result
AuthCode
Message
PMRef

5/8/2006

319 PM PDT

Auth

1

$2.00
i

0809

WS A

Global Payments Inc

$2.00

4 Carporate Sq
Atlanta

30329

Manual
APPROYED
123456
APPROWAL
54245

CammercialCard False

CwResult

AWSResponse Mo Match on Address (Street) or ZIP

6. Notice the two options in the figures above: Print Receipt and Map Address

7. Click onPrint Receipt to print the transaction receipt
8. Click onMap Addressto locate the address on a map

Debit Card

Virtual Terminals allow you to procesSaleandReturn (void) transactions on debit

card. To process debit card transactions, you need to first connect both PIN (Personal
Identification Number) pad and card reader with your computer. Refer to Setting up
Input Devices in Chapter 6 for details.

If this is the first time your Internet browser attempting to access thepgat you'll be
prompted to download an installer from TPI Software, which will enable you to access
the serial device required for debit transactions.

Debit Card Sale

1. Click on theVirtual Terminals folder

2. Click on theDebit link

3. Click on theSaletab (shown below)

17



Card Mumber: |
Expiration Date (WYY
Card Holder:
Amourit:
Caszh Back Amount:
Tatal Amount:

Invoice Mumker:

B oo | [Clear)

4. Swipe the debit card through the card reader. Jdrel Number andExpiration

Date fields will automatically populate after swiping the card

Enter the appropriate transaction information in the form

Click Process(theClear button lets you clear the form without processing the

transaction)

7. The PIN pad connected to your computer will prompt for a PIN. Input the number
and click theEnter key on your PIN pad and a receipt will appear similar to the
example below

o g

Print Receipt
Date 47272004

Time 11:41 AW PDT
Trans Type Sale
Auth Amt $1.00
Total Amt $1.00

Account R V=) |
Exp Date 0905

lssuer Debit

MName John Doe
Irwvoice#

Street

Zip

Entry Method Swiped

Result APPROVED

AuthCode 075932
Message APPROWAL
PMNRef 3506
CWResult

AWSResponse

Debit Card Return
1. Click on theVirtual Terminals folder
2. Click on theDebit link
3. Click on theReturn tab (shown below)

18



BETE e

Card Mumber: |
Expiration Date (hhd ™)
Card Holder:
PMRef:
Amaourit:

Cash Back Amount:
Total Amourt:

Invoice Mumber:

o [Cea]

4. Swipe a debit card through the card reader. Gérel Number andExpiration
Date fields will be automatically populated after swiping the card

5. Enter the PINRef number into tRéNRef field. This number you obtain from

your earlier processed debit card sale transaction, on which you are performing the

return transaction

Enter necessary transaction information into the form

7. Click Process(theClear button lets you clear the form without processing the
transaction)

8. The PIN pad connected to your computer will prompt for a PIN. Input the number
and click theEnter key on your PIN pad and a receipt will appear similar to the
example below

o

Print Receipt

Date 47272004
Tirne 1155 AM PDT
Trans Type Credit

Auth Amt F2.00

Total Amt 52.00
Account i = ) |
Exp Date 0905

lssuer Dehit

Marne

Invoice##

Streest

Zip

Entry Method Swiped

Result APPROWED
AuthCode 076992
Message APPROWAL
PHMRef 2508
CwResult

AySHesponse

Check

Currently, TPI Payment Server supports two check processors in North Amerigg: Roc
Mountain Retail System and Intercept Delaware. Therefore, depending on your merchant
processor setup, you will see one of the following user interfaces for your check
processing:

Rocky Mountain Retail System:

19



Intercept Delaware:

This section describe&Zale, Verify (Pre-Auth),Void, ForceSale(Post-Auth) andReturn
check transactions crossed on the two check processors.

Check Sale
1. Click on theVirtual Terminals folder
2. Click on theCheckslink
3. Click on theSaletab (shown below)

Mame as it appears on your check: Check Mumker:
FayTo The Test Merchant Amourt (LS §):
rder Oft

Bank Routing/Transit: Account Mumber:

[l: kd3IL5E7E9 n LA2ILSETAEH0LZF ot

Bank Routing Code Bank Account Number
Show Additional Information?
Invaice Mumber: Phone humber:
Social Security Mumber: Email:
Date of Birth: Street Address:
Crivers License Mumkber: City:
Account Type: State:
| Checking v | | |
Check Type: Postal (Zip) Code:
| Persanal ~ | | |
[ Process ] [Clear]

4. Enter the check information into the form
5. Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt will appear similar to the example below




Date /3072004
Time 9:12 AM PDT
Trans Type Sale
Arnount $1.00
Transit # 123456780
Account # 7890
Check # 1001

Marme John Doe
[rvoice #

Result APPRCYED
AuthCode BXILCY
hessage  Approved
PMRef 10908

Check Verify

Check verification is a process that screens checks and check writers atja@gsttiae
database” of “bad check writers”.

1. Click on theVirtual Terminals folder
2. Click on theCheckslink
3. Click on theVerify tab (shown below)

e I o | Forcesue |

Mame a= it appears on your check: Check Mumber:
Pay To The Test Merchant Amaurt (LS F):
Order Oft

Bank Routing/Transit: Account Mumber:

i Af3ILS5EPHAS o A23ILSEPAS0LZF

Bank Routing Code Bank Account Mumber
Show Additional Information?
Invoice Mumber: Phore Mumber:
Social Security Mumkber: Emiil:
Date of Birth: Street Address:
Drivers License Mumber: City:
Account Type: State:
| Checking v | | |
Check Type: Pastal (Zip) Code:
| Perzonal » | | |
I Process ] [CIearl

4. Enter the check information into the form
5. Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear
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Date 7#30/2004
Time 1.268 PM PDT
Trans Type Auth
Amount  $1.00

Transit # 123456780
Account # 7890
Check # 1001

Mame John Doe
Irwvoice #

Result APPRCYWED
AuthCode  ALUTH MUK 326-202
Message APPROWAL
PrRef 10912

Check ForceSale

Check ForceSale is a process that completes a check transaction that adrgady w
through the check verification phase and proved to be a “good check”. Therefore, to
make a check force sale, you will need to provide a reference obtained from the earlier
check verification process.

1. Click on theVirtual Terminals folder
2. Click on theCheckslink
3. Click on theForceSaletab (shown below)

PMRef #:

Mame as it appears on your check: Check Number:
Pay To The  TestMerchant Amaunt (U= F):
Order Of

Bank Routing/Tranzit: Account Mumber:

I a23iL5E7EY N L23ILSET7AS0LZT W

Bank Routing Code Bank Account Mumber

M Show Additional Information?

I Process ] [Clear]

4. Enter the check information into the form
5. Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear




Your transaction results are below. Click here to process another transaction.

Amount - 1.00
Transit# : 123456780
Accountd  FETEI0
Check#: 1001

Marne - John Doe
Ireeoiced

Result - APPROYWED
AuthCode : DEMO-5
Message : DEMO-5

PMNRef: 9

Check Void
Voiding a transaction is the reversal of a current transaction that has been adthotiz

not settled. Settled transactions require processing of RETURN (a.k.a., REFUND,
CREDIT) in order to be reversed.

1. Click on theVirtual Terminals folder
2. Click on theCheckslink
3. Click on theVoid tab (shown below)

| sae | veriy JENTUNNN Forcesale |
Criginal PMRef:

4. In theOriginal PNRef field, enter the PNRef number you received from the
corresponding check transaction on which you are performing this void

5. Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear

Date 8/5/2004

Tirne 12:24 PM PDT
Trans Type oid

Result APPROVED

AuthCode ALTH MU 259-613
Message APPROWAL
Original PMRef 7158

PrRef 7158

Check Return
1. Click on theVirtual Terminals folder
2. Click on theCheckslink
3. Click on theReturn tab (shown below)
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o | v S

PHRef #:
Marme as it appesrs on your check: Check Mumber:
Pay Te The TestMerchant Amount (US §1
Order Of

Bank Routing/Transit: Account Mumber:

n k23iL5EPHES n A 23ILSETAA0LZF

Bank Routing Code Bank Account Mumber

M Show Additional Information?

I Process ] [CIear]

4. Enter the check information into the form
5. Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear

Amount ;100
Transit# : 123456780
Account#: TTE90
Check#: 100

Mame : John Doe
Irwoiced :

Result : APPROWED
AuthCode : EHJZFWY
Message | APPROVAL
PrRef : 2200

Gift Card

ThroughVirtual Terminals , you can proceRedeem(Sale),Reload, andRefund
transactions on a gift card. You can alsnivate, Deactivate orInquire a gift card.

Note: A gift card must be activated before use.

Gift Card Redeem

1. Click on theVirtual Terminals folder
2. Click on theGift Cards link
3. Click on theRedeemtab (shown below)

PR v | rerna | nctwste | nesciso | naure |

Card Mumber: |
Expiration Date (b1

Amount:

[ Redeem l [Clear]

4. Enter the gift card information
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5. Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear

Print Receipt
Date 4/2352004

Tirne 2:35 PM PDT
Trans Type  Redeemn

Account 0150
Exp Date 0509

Isguer Gift/Loyalty

Total Amt  §10.00

Entry Method Manual

Result APPROVED
AuthCade

Message GiftCardBalanceArmount: 10.00
PHRef 323

Gift Card Reload
1. Click on theVirtual Terminals folder
2. Click on theGift Cards link
3. Click on theReloadtab (shown below)

RO ot | aciote | pescite | “nqure

Zard Mumber: |
Expiration Date (MMY™Y:

Amount:

[ Reload ] [Clear]

»

Enter the qift card information
Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear

o

Print Receipt
Date 4272004

Time 1.31 PM PDT
Trans Type Heload

Account it WN £
Exp Date 1210

lssuer Gift/Loyalty

Total Amt $10.00

Entry Methad Manual

Result APPROWED

AuthCode

Message GiftCardBalanceAmount: 10.00
PMNRef 3514

Gift Card Refund
1. Click on theVirtual Terminals folder
2. Click on theGift Cards Link
3. Click on theRefund tab (shown below)




ORI o | oaciust | —nauro |

Card Mumbet: |
Expiration Date (hbdy™):

Amaount:

[ Refund ] [Clear]

4. Enter the gift card information
5. Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear

Print Receipt
Date 4727 F2004

Time 1:26 PM POT
Trans Type  Refund

Account ) 1
Exp Date 1210

lsguer Gift/Layalty

Total Arnt $10.00

Entry Method Manual

Result APPROVED

AuthCode

Message GitCardBalanceArmount: 100,00
PMRef 3511

Gift Card Activate
1. Click on theVirtual Terminals folder
2. Click on theGift Cards Link
3. Click on theActivate tab (shown below)

Card Mumber:
Expiration Date (hbd""):

Amaourt:

[ Activate ] [Clear]

4. Enter the gift card information
5. Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear




Print Receipt
Date 4726/2004

Tirme 2:38 PM PDT
Trans Type  Activate

Account F———— 156
Exp Date 1210

Issuer Gift/Loyalty

Total At $2.00

Entry Method Swiped

Result APPROWED

AuthCode

Message GitCardBalanceAmount: 10.00
PHRef 3453

Gift Card Deactivate
1. Click on theVirtual Terminals folder
2. Click on theGift Cards Link
3. Click on theDeactivatetab (shown below)

Card Numbet:

Expiration Date (hbdy™):

[ Deactivate ] [Clear]

4. Enter the qift card information
5. Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear

Print Receipt
Date 472772004

Tirne 1:33 PM POT
Trans Type  Deactivate
Account e 156
Exp Date 1210

Issuer Gift/Loyalty

Entry Method Manual

Result APPROWED

AuthCaode

Message GiftCardBalanceAmount: 10.00
PMNRef 3516

Gift Card Inquire
1. Click on theVirtual Terminals folder
2. Click on theGift Cards Link
3. Click on thelnquire tab (shown below)
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Card Mumber: |

Expiration Date (MY

l Inguire ] [Clearl

4. Enter the qift card information
5. Click Process(theClear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear

Print Receipt
Date 472772004
Time 1.32 PM PDT

Trans Type  Inguire
Accaunt 1 Ak
Exp Date 1210

Issuer Gift/Loyalty

Entry Method Manual

Result APPROVED

AuthCaode

Message GiftCardBalanceAmount: 10.00
FMNRef 3515

Ch 3: Batches and Settlement

How to create and settle batches

In this chapter, we will discuss the payment server’s batch and settlemargggat
mainly, Current Batch, End of day, andClosed Batches These features are there for
merchants with terminal-based payment processors. Terminal-based praegsises r
merchant to store the authorized transactiocally until the merchant captures and
submits them for settlement.

A batch is a collection of transactions. Usually a merchant has one batch per day or per
shift. Batch has two typesopen batchandclosed batch Anopen batch orcurrent

batch, is a batch that has not yet been settled. On the contidogeal batchis a batch

that has already been settled. To submit/settle the transactions in the atotenthie

End of Day function comes into place.

Current Batch

Current Batch consists of two parts, transaction summary and transaction details, that
are grouped by the payment method. The summary provides an overview of transactions
in the current batch. The transaction details enable you to further explore and perform
more tasks on each transaction.

1. Click on theCurrent Batch folder




2. Click on theSummary link and a list will appear similar to the example shown
below

Payment Type Deposit Amt Deposit Oty Return Amt Return Oty Net Amt MNet Oty

AMEX $0.00 ] $0.00 ] $0.00 ]
CARTBLANCH $0.00 ] $0.00 ] $0.00 ]
DINERS $0.00 ] $0.00 ] $0.00 ]
DISCOYER $0.00 ] $0.00 ] $0.00 ]
1AL $0.00 ] $0.00 ] $0.00 ]
ice $0.00 ] $0.00 ] $0.00 ]
MASTERCARD $1.00 1 $0.00 0 $1.00 1
¥ISA $2.00 1 $0.00 ] $2.00 1
DEBIT $0.00 ] $0.00 ] $0.00 ]
ECHECK $0.00 ] $0.00 ] $0.00 ]

$0.00 ] $0.00 ] $0.00 ]

Ss00 2| S.00 o) S.00 2|

M
3]

Note: The current batch summary lists transactions by payment types, the total number
and amount of both deposit and return transactions, and the net amount and quantity of all
transactions.

3. To view the credit card details, click on t@eadit link. To view the debit care
details, click on th®ebit link. To view the EBT details, click on tf#BT link
and a list will appear similar to the example shown below

[Refresh | (0 willfill swerything on Repors Formar: | XML v Download

ayment | Account Name Type npproual Capture
Type « ¥ |Type « ¥ av |avw Code « ¥ Amt & ¥
1512 2@31/2004 2136410 | appRovED [vish L 1111 Sals | APPROVAL VITALF  [$1.00  [$100 | wital2|1
1511 23
e 381/2004 112308 | pppowvep | wisk Yisa ] 1] ] Sale | APPROVAL VITALS  [§1.00  [§100  witalz|1
1

4. Click on the transactionBef #link to further display the detail of the transaction

5. Notice if you se¢& beneath the link, it means a receipt with signatures is
captured for this transaction. To view the receipt, click on the icon and a screen
will appear similar to the example shown below

Frint Receipt Yoid transaction #238817

PHRef 235881
Date B26/2004 | ‘Yes,'Void this Transaction |
Time 10:23:63 AM [POT]

Trans Type Sale Repeat a SALE transaction

S50ET HASTERLARL Charge amount: [$1.00 | to account
Account 5404 HAk AR AR R RCAC AT

Exp Date as09

Entry Method  Manual [ fes, Charge Account ]
Airth Amt $1.00

Total Amt $1.00

Street 123

Zip 12345

Result Approved

AuthCode WITALT

hessage MO MATCH

ANS Response N




Note: You can perform two more tasks on this individual credit card transavtiich:
andRepeat Sale Because this transaction still sits in the current batch, unsettled, you
can void it.

Batch Upload

Batch Upload Functionality (PC Charge and Text Formats)

There is a feature to allow a merchant to do a manual batch upload through the web
interface. This may be desired if the merchant’s POS application is notadasity
integrate directly with the Payment Server. In such a case, the applicationman out
transactions to a flat file, which can be uploaded to the Payment Server.

To access Batch Upload within the Payment Server gbows — Batch Upload
When you click on this option, the following page will open:

Batch File Upload
Logged In As: paymentech

1234 Test Once a batch file has been uploaded, please note that changes in reports will not be
reflected immediately because the server processes batch files every hour on the hour.
TPISoftware
Payment Server 2,0

Batch File Upload

File Format Tab Delimited hd
-1 Witual Terminals Upload File
71 Fiecurring Billing
. -U pload
H-__| Current Batch

71 End of Day
]_| Clozed Batches
]_| Find Transactions
]_| Manage Uzers

B- _.! Toaals

B Preferences
-0 Eemail

Your Company
Street Address
Suite #

City, State & Postal Code
Phone #

Powered by
SmartPayments™

Note that the File Format option defaults to Tab Delimited, but also has an option for PC
Charge dat File. Often, a merchant’s application will be outputting a simple Tab
Delimited text file (see below for details), but a merchant using PC Chdtgeead to

import a file in PC Charge’s dat format; both formats are available. Noti¢cexhat the

top of the page: “Once a batch file has been uploaded, please note that the changes in
reports will not be reflected immediately because the server procesde§ilbatevery

hour on the hour.”

In order to carry out the upload, the merchant will:

1. Navigate to the Batch Upload page
2. Select the appropriate File Format optidab Delimited or PC Charge dat File
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3. Browse to the file to be selected
4. Click Upload

The format for PC Charge files (.dat) is automatically created by thaipnodf you
will be uploading batches from PC Charge, you noll need to modify the format of
those files. However, if you wish to create Tab Delimited text files that caplbaded
by the Batch Upload function, your files will need to contain the following fields:

Field Field Name Description Required
Number
1 Transaction Type SALE, REPEATSALE, AUTH, RETURN, Y
FORCE

2 Account Num Account Number Y
3 Exp Date Expiration Date Y
4 Amount Total Amount Y
5 Invoice Num Invoice Number N
6 Zip Zip Code N
7 Street Street of Billing Address N
8 Name On Card Card Holder's Name As On Card N
9 PO Num Purchase Order Number N
10 Tax Amount Tax Amount N
11 City City of Billing Address N
12 Sate State N
13 Auth Code Authorization Code N
14 PNRef Unique Reference Number N
15 Card Type Ex: Visa, MasterCard, etc. N

Below is an example of a Tab Delimited text file. Each line is a sepaaatattion.

% Batch - Notepad

File Edit Format Wew Help

SALE 371449635398431 0809 10.00 InvO2 98052 123 any Street Jane Doe Aamerican Express a
FETURM 36438000060016 0809 5.00 INW41E MastercCard
AUTH 47BB250000028200 0809 7.00 INVS43  POSG4  visa

v

Note: Make sure the file is Tab Delimited meaning that there needs to be one tab space
between each field.

Once you have uploaded a batch file, an executable called OfflineBatch.exe wiletmmpl
the job. The executable scans for “ready” batch files and then processes thédransac
found within, readying them for settlement. This is an automatic process once enabled.
HOWEVER it MUST be set as a scheduled task to run every, lutherwise
OfflineBatch.exe will not run and the uploaded transactions will never actually be
processed (or settled).
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Closed Batches

Closed Batchegontain transactions that are already settled. Simildutoent Batch,
the batches are grouped by payment types: Credit, Debit, and EBT.

1. Click on theClosed Batchedolder

2. To view the credit card details, click on teedit link. To view the debit card
details, click on th®ebit link. To view the EBT details, click on tleBT link
and a screen will appear similar to the example shown below

Credit Card Closed Batch Filters

Date Range | Select a Date Range ar enter dates manually below .

Start Date |5/19/2004 End Date /26,2004

= August 2004 (S August 2004 =
5 M T W T F 5 5 M T W T F 5
25 26 Z7 28 28 30 31 (|23 26 27 28 23 30 31
i 2z 3 4 5 6 7 i 2z 3 4 5 6 7
g 5 10 11 12 13 14| & 2 10 11 12 13 14
15 16 17 18 EZD 21|15 16 17 18 1% 20 21

£9 30 31 1 2z 5 4 /29 30 31 1 2 3 4

3. For date selection, refer to an identical figur&fansaction Summaryin
Chapter 4
4. Click Submit and a screen will appear similar to the example shown below

Detail Surmmary GBO0S61 ACCEPTED 8/26/2004 10:52:12 &M $2.00

Detail Summary GBO0S59 ACCEPTED 8/26/2004 12:00:39 AM 1 ($9.90)

Detail Surmmary GBO0S5S ACCEPTED 8/25/2004 4:22:19 PM 16 $457.88

Detail Surmmmary GBO0554 ACCEPTED 8/24/2004 3:19:48 PM 1 $1.00

Detail Surnmary GBO0S51 ACCEPTED 8/24/2004 2:04:57 PM 13 $92.00

Detail Surmmmary GBO0S50 ACCEPTED 8/24/2004 12:00:21 &M 1 $1.00
123458

5. To view the batch summary, click on tSBammary link and a screen will appear
similar to the example shown below

Batch Summary

Payment Type | Deposit Amount |Deposit l:uun

AMEX $20%2.91 0. nn

DISCOVER $1.00 1 $0.00 D

MASTERCARD $1.00 1 $0.00 0

YISA $339.54 g ($86.57) 1
TOTALS $544.45 15 ($86.57) 1

Note: The summary displays the batch’s total number and amount of both deposit and
return transactions, grouped by payment types.

6. To view the batch details, click on tbetail link and a screen will appear similar
to the example shown below
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Items perpage 10 |[Fefresh | (g wil ill everything o epart Farmst: | XML Dm
Ref * Eustumer ID lnv #* Payment | Account Account # Ty'pe Status Approval Capture Reglster
Type a ¥ |Type & ¥ - v a v Code & v Amt a ¥

3399 4/26/2004 9:27:36 AM | APPROVED |VISA Wisg | wEEERERREREE 0247 | VINCE WISA | Credit APPROVAL $0.00 $1.00 witalz |1

3398 4/26/2004 9:26:15 AM | APPROVED | WVISA WISA  ekkkkekdd noz7 ForceCapture | APPROVAL | 123456 $0.00 $1.00 wital2
1

Note: The above figure is identical to the ond-ind Credit/Debit/EBT/Gift
Transaction in Chapter 4, in which it is described in detail.

7. Click on the transactionBef #link to view further details of the transaction
(shown below)

Print Receipt

PMRef 3398 §1.00
Date 4/25,2004 back to account *¥********00a77
Tirme 9:26:15 Ak [FDT] [ Yes, Refund Account ]

Trans Type  ForceCapture

el =g Repeat a SALE transaction

Account 027
Charge amount: $1.00 | to account
Exp Date 0505 ok kR 1077

Entry Method Manual
Total Amt  §1.00 [ Yes, Charge Account ]
Result Approved
AuthCode 123456
hessage APPROWAL

Note: You can perform two more tasks on this credit card transa®&fand and
Repeat Sale Because this transaction is already settled, you cannot do void, but refund.

Settle Totals

Settle Totalsis designed for merchants with credit card and/or debit card set up with
Concord EFS Network It enables you to view the total amount of both credit and debit
cards settlement by day. However, be aware that the settlement totals shoglfienay

from the actual total amount of transactions, due to some fees and surcharges involved by
affiliated parties.

1. Click on theClosed Batchedolder
2. Click on theSettle Totalslink (shown below)
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s M T W T F §

28 29 30 31 1 2z 3 Print Receint

4 5 & 7 g g 10 Today: 4/29/2004
Store Mumber: mystor01

11 12 13 14 15 16 17 Selected Date: 4029/2004

15 19 20 2L 2z 23 24 Settled Date: 402972004

s 26 2z 2 [ a0 1

2 3 4 &5 & Z B

Debit Settle Totals

Payment Trx Tra Adj Adj MNet Net

Type Count aAmt Count Amt Count Amt

Dizcount Rate Amount: $0.00
Trangaction Fee: $0.00
Deposit Amourt: $0.00

Credit Settle Totals

Payment Trx Trx Adj Adj Net Net

Type Count Amt Count Amt Count Amt
Digcourt Rate Amourt: $0.00
Transaction Fee: §0.00
Deposit Amount: $0.00

3. Click on thedate link

Note: The settlement totals will be populated idtebit Settle TotalsandCredit Settle
Totals accordingly.

End of Day

TheEnd of Day settlement is the process through which transactions with authorization
codes are submitted to the payment processor for transfer of funds. This procedure is
usually conducted at the end of the business day. After the settlement, the transactions
Current Batch are moved int&€losed Batches

el N

Click on theEnd of Day folder

To settle the credit card transactions, click onGhedit link
To settle the debit card transactions, click onDkbit link
To settle the EBT transactions, click on ERT link
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Credit Card Transactions

Batch summary:
2 Sale totaling $2.00

Total number of transactions: 2
Het amount: $2.00

Submit End Of Day (Close Batch) Request?

Close Batch

5. Click Close Batchand a screen will appear similar to the example shown below

Credit Card Transactions

Responze | OK

AuthCode : GBOOOM S ACCEPTED
Message | ACCEPTED

Fesult: 0

Batch sumimary:

2 Sale totaling $2.00

Total number of transactions: 2
Het amount: $2.00

Ch 4: Find Transactions

How to view transactions and receipts

Find Transactionsdisplays transactions that are processed through TPl Payment Server.
Inside the folder, transactions are grouped by payment types: credit, debit, githBEBT
check. They can also be image-attached, such as check image and signature image.
Furthermore, you can process post-auth, repeat sale, return/refund, and void through Find
Transactions, basing on the transactions you can locate in Find Transactions.

Transaction Summary

The Summary insideFind Transactions provides an overview of all transactions
processed within a chosen date range.

1. To view Transaction Summary, click on thied Transactions folder
2. Click on theSummary link
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Transaction Summary Filters

Date Range | Selecta Date Range or enter dates manually below ...+

Start Date | 3/29,/2004 End Date | 4/26,/2004

= March 2004 = = April 2004 =
5 M T W T F 5 s U] T W T F s
29 1 2 3 4 5 6|28 29 30 3 1 2 3
F 8 8 10 11 42 13| 4 5 &5 7 & 58 10

—
.
=
cn
=
=3
—
-1
=
=
I
o
)
=
—
[
=
[
=
o
=
I
I
cn
=
=3
—
-

[ Generate Feport ]

3. Select a pre-defined date range fromtage Rangedrop-down list. Or, modify
Start Date andEnd Date. Or, use theZ” or “>” link in the month bar to switch the
month, and click on angate link in the calendar for a particular date.

4. Click Generate Reportand a screen will appear similar to the example shown below

Transaction Summary: 3/29/2004 - 4/26/2004

M Transaction Summary Filters

Credit Card Summary
Type l:uunt Amnunt l:nunt Amnunt Amuunt
AMEX $0.00 $20.00 ($20.00)
MASTERCARD 1 $1.00 El $0,00 $1.00
VISA 2 $2.00 1} $0.00 $2.00
B 2 e R R
Type Count Amount Amount Count Amount
Authorization [ $62.91 $0.00 ] $0.00
Credit 1 ($20.00) ($20.00) 1 $20.00
ForceCapture 1 $0.00 $1.00 1 $1.00
Repeatzale 1 $3.00 $3.00 1 $3.00
Sale 3 $3.00 $3.00 &) $3.00
Woid 7 $0.00 $64.00 7 $64.00

Check Summary

Trans Trans Settle Settle
Credlt ($591.00)  ($591.00)
Sale $4.00 $4.00

Find Card Transactions

Card transactions include credit card, debit card, gift card, and EBT card ti@msact
Since they all have similar transaction fields, we will discuss one card tgoé, card, in
detail.

1. Click on theFind Transactions folder

2. To view the credit card details, click on fBeadit link. To view the debit card
details, click on th®ebit link. To view gift card transactions, click on G4t
Cardslink. To view the EBT details, click on tHeBT link
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Transaction Filters

Date Range | Select a Date Range or enter dates manually below . .. D

Start Date | 5/30/2004 End Date ©/30/2004
= August 2004 = | |2 August 2004 =
5 b T W T F 5 5 i} T W T F 5

§ 2 10 11 12 13 14|/ 8§ 2 10 11 1z 13 14
15 16 17 15 19 20 21 || 15 16 17 18 19 20 21
2z 24 25 26 27 28| 22 24 25 26 27 28

Auth Cade Trx Type | All [~
Card Holder Exclude oid
Card Mumber Payment Type | All D
User Status | Approved D
Inenice Mumber PHRef
Register Total Amount

Customer D

3. Refer toStep 3 date range selection, Tmansaction Summary later in this
chapter for specifying a date range

Note: For the rest of the filter fields, you don’t need to fill them all. Instead, just the ones
you know, because the less information you provide, the more matches you will get. The
following table illustrates 3 filter fields that each has a drop-down list.

4. Choose &ransaction Type from the drop-down list

5. Choose an option tBxclude Void transactions or not (by default, this box is
checked)

Choose a carBayment Typefrom the drop-down list

Choose &tatusfrom the drop-sown list

After entering all necessary information, click on $wbmit button (theReset

button clears the form) and a screen will appear similar to the example shown
below

© N
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Credit Transactions

e prpoye 16 [CREHE) 1 cvryiing o oo romas (K9] Bowricad |
Ref # Eustomer 1D nv # Payment Account Account # Name Type Approval Capture Reqlster
Type ~ ¥ Type « ¥ Code = v Amt &~ ¥
47572004 Transaction ERROR
1577 1:01:01 |DECLINED |[WISA WISA | e 0027 Sale arnount $0.00 $0.00 hant
PM value merehan
4/5/2004 Missing .
1575 12:50:39 | DECLIMED | AMEX Brex | FEkeekkco 8431 JD”Dhe” Sale Key (See E';ROR $10.00  $10.00 f_ﬁ;chant
M ADDRESS
4/5/2004 Transaction
John ERROR - test
4057 |DECLINED | AMER | Amex | wesseseeo
1574 12:49:22 | DECLINED |AMER Armnex 8431 Lge | ForceCapture|amount i $0.00 $3.00 el
[yl value
4/5/2004
1573
12148:00 | APPROVED | AMEX Bmex | EeERRRRo 8431 2" puthorization APPROVAL 007846 |42.00 $0.00 st
) = Doe marchant
4/5/2004
1568 ;
11;25:03 | APPROVED | VISA Visa |Eesooskoor az291| 0" | 5ale APFROVAL 007858  [$1.00 $1.00 tast
) i Doe merchant
4/5/2004 John test
1564 10:58:28 | APPROVED | AMEX BMERX | FEesekkico 8431 ForceCapture APPROWAL Q4L629 | $0.00 $1.00
M Doe rnerchant
4/5/2004 i -
1563 10:57:43 | APPROVED | DINERS DINERS | ®wwwsnny 0016 Authorization | APPROVAL | 007801 | $1.00 $0.00
aM Doe merchant
AT John - test
1555 6:17:29 |APPROVED |MASTERCARD MASTERCARD | bbbt b 5454 Authorization APPROVAL 007571 | $5.00 $0.00
e Doe merchant

The following gives you a quick overview of each column in the example screen above.

Ref #— A unique reference number that the system assigns to each transaction for
an easy retrieval

Customer ID — A unique number that the merchant assigns to identify a customer
Inv # — The optional invoice number that is associated with the transaction
Date — The date and time the transaction was processed

Result— The response for the transaction (Examples are: Approved, Declined)

Payment Type— The transaction’s payment type (Examples are: Visa, MasterCard,
Visa, Amex, etc)

Account Type— Same as Payment Type
Card — The partially masked card number
Name— The customer’'s name

Type — The transaction type (Examples are: Sale, Authorization, ForceCapture,
Repeat Sale, and Credit)

Status— The status of the transaction. If a transaction is declined, usually an error
message is displayed (Examples are: Approval, Missing Key (See ADDRESS

Approval Code — The approval or error code of the transaction
Auth Amt — The dollar amount of an approval or authorization request
Capture Amount — The transaction amount that is captured by the host

User— The user name or terminal that processed the transaction
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Register— The register number on which the transaction is performed

9. If you want to change the number of transactions listed per scrgenquit the

Items per pagebox.

By default, the screen shows 10 transactions per page.

Entering0 will display all transactions in one page. ClR&fresh

10.1f you want to review the filter fields you have entered earlier for your receiving
the current transaction list, click on t#zsign to expand the filter list.

S8 ilters|

-SAtart Date: 4405/2004
----- End Date: 4/5/2004
----- Auth Code:

----- MName On Card:

----- A ccourt Mum:

----- Username: test

----- Irroice Num:

----- Register:

----- T Type: &ll

----- Exclude Woid: trae
----- Payment Type: Al
--Btatus: Approved
----- FN Ref:

----- Total Amoutt:

11.1f you want to download the transaction list in the XML format, sef®tL in
theReport Format field, and clickDownload and a screen will appear similar to
the example shown below

- <RichDBDS>

- «<TrzDetailCard>

«<TR¥_HD_Key=>1573</TRX_HD_Keay:=

<Ilnvoice_ID />

<Date_DOT>2004-04-05T12:48:09.8070000-07:00=/Date_DOT>
<Merchant_Key=129</Merchant_Keys

<lser_MName_YCxtest merchant</User_Mame_4YC>
<Register_Mumber_CH />

<Reseller_Key=100</Reseller_Keyx=
<Payment_Type_ID>AMEX</Payment_Type_ID>
<Trans_Type_ID=Authorization</Trans_Type_ID>
«<Processor_ID=InterceptD</Processor_ID>

<TR¥_Settle Key=1274</TRX_Settle_Key>
<Last_Update_DT>2004-04-05T12:48:10.6770000-07:00=/Last_Update_DT=
<TR¥_Card_Key=1274/TR¥_Card_Key>
<Card_Info_Key=>1285«</Card_Info_Key>
“auth_Amt_MM=2.0000</20th_Amt_MM=
<Tip_amt_MN=0</Tip_Amt_MHz
“Total_amt_MMN=0</Total_smt_MN=
<Cash_Back_amt_MMz0</Cash_Back_amt_MHz
<SureCharge_amt_MN=0</SureCharge_amt_MHz
wAccount_Type CHxAmex</account_Type CH=
<Result_CH=>0</Result_CH=
<Result_Twt_YCrAPPROYAL</Result_Txt_WC=
<Approval_Code_CH=007946</4pproval_Code_CHx=

<Host_Ref Mum_CH>0382vQB8XWQLWKMY </ /Host_Ref Mum_CH=
<AYS_Resp_CH>A</AYS_Resp_CHx>

<ANMS_Resp_Trt_WC />

<C%_Resp CH />

<CW_Resp_Txt_¥C />

<Host_Date_CH /=

<Host_Time_CH /=

<Aoot Mum_CHz$sllorsioiolk g4 3 1 < /A oot MNum_CHz
<Exp_CH=0509</Exp_CHx>
<Type_CH=Amex</Type_CH»
<Mame_on_Card_%C=John Doe</Mame_on_Card_%C»

12.0r you may choose Bab Delimited format, and clickbownload and a screen
will appear similar to the example shown below
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TRx_HD_Key Invoice_ID m Date_DT Marchant_key Uz er_Mame_viC register_Mumber _cH reseller_key Paymernt_Type
4/5/2004 11:25:03 AmM 129 test merchant 100 VISA sale InterceptD
0 4] DIMERS 4] APPROVAL 007801 0382VQ2B85FM2TZd A

£ >

13.To further explore the detail of a transaction, click on the transactiafislink

Print Receipt
Date A4/5/2004 $1.00
Time 6:55 PM EDT back to account #****kkkskkggngy
Trans Type Sale [ Yes, Refund Account ]
Auth Arnt .00
Account 431
Charge amount; [$1.00 | to account
lssuer AMEX
Marma John Doe [ Yes, Charge Account ]
Invoices®
Street 123
Zip 12345
Entry Method Manual
Result APPROVED

AuthCode 005238

Message APPROWAL

PrRef 1586

CWResult

AWEResponse Address Match Mo Zip Match

Note: There are four kinds of task box you may 3&sd, Refund, Capture andRepeat
Sale locating to the right of the card transaction detail. The following table shows a lis
of task box(s) matching transaction types:

Card Transaction
Type Type Settlement Task Box(es)
PreAuth N/A Cature, Repeat Sale
Unsettled Void, Repeat Sale
Sale, Force Refund, Repeat
Capture Settled Sale
Unsettled Void, Repeat Sale
. Credit Settled Repeat Sale
Credit
Card Unsettled
Void Settled Repeat Sale
Unsettled Void
Gift Card Sale Settled Refund

14.In the transaction list, if you s@ (the image icon) beneath the transaction’s
Ref# link, which means a signature is captured for this transaction. Click on the
image icon and a screen will appear similar to the example shown below
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Receipt for this transaction:

Date: 04,0504
Time : 12:45:10

Tran Type: Fathorization
Clerk: test merchamt
Irarsicae:

RCCT: ROUOONONNTAE451
ENE : ¥ [0

Issaer: fmex

Cardfolder: Jobm Doe

Strest: 123

Result: Approved

Rerporsa: 007946

BVZ: Address Hatch Mo Bip Hatch

Eort: : £2.00
Tax: 0.00
Tip: $0.00
Total: £2.00

I Bgres to Pay Bbowe Total Rmenmt
Becording to Gard Issuer Bgreement
[Herchant Agreement/Credit Voucher)

p e

Find Check Transactions

The process of searching for a check transaction is identical to that for a naadticn,
except that the searching filters are slightly different.

1. Click on theFind Transactionsfolder
2. Click on theChecklink (shown below)

Check Transaction Report Filters

Dete: Hange| Select a Date Range or enter dates manually below v|

Start Date: Endi Date

Ir
)
e

Icn
=
et

=3
Ir
e
e

Icn

=3

I~

=3

Transit hum l:l Auth Code l:l
Check Acet Mum l:l Status
User l:l Mame on Check l:l

Irwvoice Mumber l:l PHRet l:l
Register |:| Total Amourt |:|
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3. For date selections, refer to Step 3 undansaction Summaryin later in the
chapter

Note: For the rest of the filter fields, you don’t need to fill out all. Instead, just the ones
you know, because the less information you provide, the more matches you will get. The
following table illustrates 2 filter fields that each has a drop-down list.

4. Choose dransaction Type from the drop-down menu

5. Choose &tatusfrom the drop-down menu

6. Click Submit (theResetbutton clears the form) and a screen will appear similar
to the example shown below

Check Report

Items per page | 10 R fresh | (0 will fill everything on one page) epart Format: | AL DUWMUad

Ref # |Customer ID Payment | Account # | Transit # [Check # Name Type Register
P P Type « ¥ P P P - P -
24345 9/2/2004 5:35:35 AM AFPROVED |ECHECEK | *#hibd 7390 123456780 |1 Sale |$1.00) vitalz

24223 @ 8/31/2004 3:41:10 PM | APPROVED |ECHECK HkHFHETIO0 | 123456780 4677 John Doe | Sale | $1.00) vital2
24110 3/30/2004 10:36:13 AM| APPROVED [ECHECK | *¥sksdekk 7890 123456780 1001 Sale | $1.00|vitalz

7. Please refer to Step 9 through Step 1Eimd Card Transactionsin Chapter 4
for these three features

The following gives you an overview of each column as shown in the example screen
above.
Ref #— A unique reference number that the system assigns to each transaction for
an easy retrieval
Customer ID — A unique number that the merchant assigns to identify a customer
Inv # — The optional invoice number that is associated with the transaction
Date — The date and time the transaction was processed

Result— The response for the transaction. Examples are: Approved, Declined

Payment Type— The transaction’s payment type (Examples are: ECHECK,
VERIFY)

Account #— The last 4 digits of the checking account number

Transit # — The financial institution’s transit (bank routing) number for the check
Check #— The check number

Name— The customer’s name shown on the check

Type — The type of transaction processed. Examples are: Sale, Credit

Amt — The dollar amount of the check transaction
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User— The user name or terminal that processed the transaction
Register— The register number on which the transaction is performed

8. To view the detail of a check transaction, click orR&s# link

PNRef 23911
Host Ref 03533BA0B3DAMIPTLEAM §3.00
Date B8/26/2004 back to account ******7ga07
Time §:52:04 PM [EDT)] [ Yes, Refund Account ]
Custarner 1D 5
LLC L
Marne ab
Charge amount: $3.00 | to account
Amount $3.00 .
Transit # 123456780
Account # 7830 [ Yes, Charge Account ]

Result Approved
Result Text Approved

Note: There are three kinds of task box you may ¥eg], Refund, andRepeat Sale
locating to the right of the check transaction detail. The following table shows task box
matching types of check transactions:

Settlement | Transaction Type Task Box(es)
Void, Repeat
Unsettled Sale Sale
Refund, Repeat
Settled Sale Sale
Unsettled Credit Void

Refer to the Void, Refund, and Repeat Sale section in this chapter.

9. In the transaction list, if you sc® (the image icon) beneath the transaction’s
Ref# link, which means a check image is captured for this transaction. Click on
the image icon

EPSON AMERICA, INC. |
3840 KILROY AIRPORT WAY €
. LONG BEACH, CA 90806 B . 00-5678/1234

© Paytothe voIip

Order of

s oy
Dollars it

EPSON AMERICA, INC.
: TEST SAMPLE CHECKS

1
NON-NEGOTIABLE

123L5E7B90" LA7

Void Transactions

ThroughFind Transactions, you can perfornvoid on unsettled credit card, gift card and
check transactions:
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Print Receipt void transaction # 20947
Date 412/2004

Time 1216 PM EDT \|-: Yes, Yoid this Transaction ]

Trans Type FarceCapture

Auth Amt $0.00 Repeat a SALE transaction

Total Amt 52.00 Charge Armount: to account
Account Ei =7 ] | bk ok R R4 D] 7

Exp Date 0509

lsguer Amex [ Yes, Charge Account l

MNarme John Doe

Irvoice#

Street

Lip

Entry Method Manual

Result AFPPROVED

AuthCode 007945

Message APPROWAL

PHRef 2054

CvResult

AWSResponse Address Match Mo Zip Match

1. To void a transaction, clicKkes, Void this Transactionand a screen will appear
similar to the example shown below

Response | QK

Result © APPROYED
AuthCode @ YITALS
Message | APPROWAL
PHRef ; 24351
CommercialCard @ False

Refund Transactions

Similar to void transactions, throu@tnd Transactions, you can performefund on the
settled credit card, gift card and check transactions:

Print Receipt

Date 3/24/2004

Tirne 3:01 PM PDT back to account *# sk skkskganqp
Trans Type Sale \{\ ‘fes, Refund Account ]

Auth Amt $20.00

TN
Account B Charge Amount: to account
E){p Date 0509 o ok kR QAT

Issuer AMER

Mame john doe [ ‘fes, Charge Account ]

Invoice#

Street 123

Zip 88335

Entry Method  Manual

Result APPROVED

AuthCode 010188
hWessage APPROWAL

PrRef 1232

CWResult

AWSHesponse Address Match No Zip Match
String afternoon

DOBE

number 0




1. To adjust the refund amount, edit the amount field (a valid refund amount is less
than or equal to the original transaction amount)

2. Click onYes, Refund Accountand a screen will appear similar to the example
shown below

2382

Response @ OK

Result © APPROYED

Meszage | APPROVAL

PMRef : 24764

CommercialCard @ False

Click here to go to the Current Batch
Report to wiew this transaction.

Repeat Sale Transactions

ThroughFind Transactions, you can performepeat saleon existing credit card and
check transactions. For credit card repeat sale, you are actually processing agov

sale transaction, which is slightly different from tiepeat salediscussed iVvirtual
Terminals. UnderVirtual Terminals , the repeat sale refers to a recurring or installment
transaction. ThrougRind Transactions, theoretically, you can perform repeat sale on
any existingSale, PreAuth, ForceCapture(PostAuth or ForceAuth), and

Return/Credit credit card transaction.

To make aepeat sale first find the target transaction through the steps described earlier
in this chapter. Then click on the transactidRéf# link. A repeat saletask box will
appear (shown below).

Date 512004
Time 3:53 PM POT amount: 5200 |7

Trans Type Authorization [ Yfes, Capture Amaunt ]

Auth Amt $2.00

Total Armt $0.00 —_—
Account 454 P.zpeat a SALE transaction

Exp Date 0509 Charge Amount: to account
Issuer MASTERCARD

Name John Doe

it K\"es, Charge Account ]

Street

Zip

Entry Method  Manual

Result AFPPROVED

AuthCode 008236

Message APPROVAL

PHRef 15584

CWResult

AvSResponse Address Match No Zip Match

1. To chant the amount of the repeat sale, edit the amount field
2. Click onYes, Charge Accountand a screen will appear similar to the example
shown below
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Repeat a SALE transaction

Charge amount: [$3.00

Fesponse : OK

Result : APPROYED
AuthCode @ VITALB

Message | APPROWAL VITALS
PMRef : 24762

CommercialCard @ False
Click here to go to the Current Batch
Eeport to view this transaction.

Capture PreAuth Transactions

The procedure of capturing a PreAuth credit card transaction is also calledthodtAs

the completion of a PreAuth transaction. To do so, first locate the transaction through the
steps described earlier in this chapter. Then click on the transa®efsnk. A

Capture task box will appear to the right of the transaction detail.

Print Receipt

Date 44612004 Amount: |§1.00 |7

Time 10:57 AM PDT ~—es, Capture Amount__

Trans Type  Authorization

s

Total Amt $0.00 epeat a ransaction

Account T | Charge amount: [$0.00 | to account
**********00167

Exp Date 0509 '

Esuey RILERS [ Yes, Charge Account ]

Name Jane Doe

Invoiced

Street

Zip

Entry Method  Manual

Result APFROVED

AuthCode 007801

Message APPROWAL

PrRef 1863

CWResult

AvEResponse Address Match Mo Zip Match

1. To change the capturing amount, edit the amount field
2. Click Yes, Capture Amountand a screen similar to the example below will
appear

Amount: $1.00

Response @ O

Result © APPROYED

AuthCode @ VITALT

Message | APPROYAL

PHMEef | 24763

CommercialCard : False

Click here to go to the Current Batch
Report to wiew this transaction.

Ch 5: Recurring Billing
How to configure transactions for recurring billing
TheRecurring Billing functions allow merchants to bill customers on a recurring basis.

Each day, a batch process runs automatically and processes all the recurraatjdrens
scheduled for that day. This chapter describes how to set up a customer’s recurring
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billing, including: add a recurring billing customer, add a payment method for the billing,
and configure the recurring billing contract.

Add and Edit a Customer

1. Click on theRecurring Billing folder
2. Click onAdd Customer link and a screen will appear similar to the example
shown below

Primary Gontact Info

Customer IC: Email:

First Marme: Dratime Phone:

Last Mame:

Company:

Evening Phone:

Mokile Phone:

Title:

Department:

Fax:

Status:
@ Active O Inactive

Billing Address

Address Line 1: State:

Address Line 2

- 2

Province:

| | |
City: Country:
[ ]

|

| |
Address Line 3 Postal (Zip) Code:

|

|

Note: In the new customer information form, t6estomer ID field is for your own
reference. Typically, you should make this field same as the customer idemtyioer
CRM (Customer Relationship Management) or billing system.

The required fields in the form ar@ustomer ID, plus one of these three fieldsrst
Name, Last Name or Company.

3. Enter all the information necessary to identify a customer for recurringgyilli
then clickAdd Customer
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Primary Contact Edit Customer

Customer ID: r1c1 Email: ahi@ab.com
Status: Active

(1117 123-1234 (Darytime Phone)
John Doe (1113 456-4567 (Evening Phane)
ABC Inc. 123456 (Mobile Phone)
5TH Abc St

Dallaz, TX 12345
Usa,

Payment Info Add Credit Card or ACH
Payment Account Exp Charge
Type Mumber Date Account

Contracts Add Contract
| ContractID | Status [  NextBill Date | Bill Amount | |

Note: The recurring billing customer profile screen appears after you add a newngcurri
billing customer. It includes three sectior®&imary Contact, Payment Info, and
Contracts. Each section has a link in the header that allows you to edit or add
information associated with that section.

You can also reach this screen by selecdieyy Customersin theRecurring Billing
folder, which we will discuss later in this chapter.

4. To edit the customer primary contact information, click onBtlig Customer

link in the Primary Contract section header
5. The customer contact information form will appear. Edit the fields accordingly
6. Click Update Customer This will take you back t€ustomer Profile Screen

Add and Edit a Payment Item

You can add two types of payment method for a recurring billing customer: Credit Card
and ACH (E-Check).

1. From the recurring billing customer profile screen, click onAtld Credit Card
or ACH link in the Payment Info section header

Payment Item (* indicates required field)

Ahhat type of Payment wwould you like to add?
) Credt Card O ACH

2. Select eitheCredit Card or ACH and a screen will appear similar to the
examples shown below
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Payment Item (* indicates required field)
#ivhat type of Payment wwould you like to add?

(® credit card O ACH

*Credit Card Type: MName on Card:

a |
*Card Mumber (no spaces of dashes): Street Address (ex 123 dth Strest);
*Expiration Date (Mbdy™): Postal ( Zip) Code:

| | |

Wiould you like to charge this account right aveay or store it for later use only?
@ Later L=e Only O Charge Mow:

’ Save Payment Info ]

Payment Item {* indicates required field)

#ihat type of Payment would you like to add?
O Credit card &) acH

*mame on Account: *atate:
*account Number: *Postal £ Zip Code:
*Bank Routing/Transit Mumber: fvhat Type of Account is this?
O Business O Personal
*Street Address: Criver's License Mumber:
*City: Social Security Mumber (ex 555555555);

Save Options

vyould you like to charge this account right sweay or store it for lster use only?
@ Later Use Cnly O Charge Mow

[ Save Payment Info ]

3. Fill out the credit card or ACH information

4. You have two options to charge the customer on this payment item: either charge
later or charge now. If you seldaiter User Only, click Save Payment Info
This will take you back to the recurring billing customer profile screen. If you
selectCharge Now, follow the following steps

Save Options

wyiould you like to charge this account right svway or store it for lster use only?
O Later Lze Only @' Chiarie Moww

Amont:

| Charge & Save Payment Info |

5. Insert an amount in thdmount field
6. Click Charge & Save Payment Infaand a receipt will appear similar to the
examples shown below
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FMNRef 25086

Date 8/10£2004

Time 2:27:42 PM [PDT]
Customer D 1

Trans Type Sale

MName ahb

lzsuer MASTERCARD
Account 5454
Exp Date 0503

Entry Method  Manual

Auth Arnt $2.00

Total Amt $2.00

Street 123

Zip 12345

Result Approved
AuthCode WITALT
Message MO MATCH

ANT Response M

PR ef 25701

Host Ref  0383WP30MYG20MKREH
Date 9/13/2004

Tirme 31628 P [PDT]
Customer [0 1

Trans Type Sale

Mame Jane Doe
Armount $1.00

Transit # 1234567380
Account #  TTTTTYEE0

Result Approved
AuthCode  DSZ2CC

Result Text Approved

7. To go back to the recurring billing customer profile screen, click/tee
Customer link above the receipt and a screen will appear similar to the example
shown below

Payment Info

Payment Account Exp Charge
Type Number Date Account

edit MASTERCARD R T 1% o509 Charge
edit ACH B =Ti b n/a Charge

8. To edit the payment item, click @it




Payment Item (* indicates required field)

*Credit Card Type: Mame on Card:
American Express D
*Card Mumber (no spaces o dashes): Street Address (e 123 4th Street):
—EAT
*Expiration Date (hibd™y'): Poztal (Zip) Code:
0509

[ Update Payment ltem ]

Payment Item {** indicates required field)

*Mame on Account: *State:
John Dae WA - Washington [
*Account Mumber: *Postal F Zip Code:
OO0 12345
*Bank Routing/Transit Mumber: *that Type of Accourt is this?
123456780 () Business ) Persanal
*Street Address: Driver's License Mumker:
123
*City: Social Security Number (ex 255555555
Mewr York

[ Update Payment ltem ]

9. Edit the payment information and clithpdate Payment Item This will take
you back to the recurring billing customer profile screen

Note: Once a payment term is properly populated, you will have the option to charge to
the customer’s payment account.

Payment Info

Payment Account Exp Charge
Type MNumber Date Account

edit MASTERCARD — "hwwwmksskscd 0509 | | Charae
edit ACH AR ARG ] 2 n/a [ |charae

10.To charge to an established payment item account, input an amounCimattye
Amount box, and click on th€harge link
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Print Receipt

Date 57372004

Time 314 PM PDT
Trans Type Sale

Account o454
Exp Date 0503

lssuer MASTERCARD
Mame customer aone
Total At $10.00

Street 123

fip 12345

Entry Method Manual

Result Approved

AuthCode 000303
Message APPROWAL
PrRef 3641
AWSHesponse A

Add and Edit a Contract

A recurring billing contract contains billing information, such as when, how much, and
how often to charge a customer. Prior to adding a contract, you need to have at least one
payment item available for billing the customer.

1. Click on theAdd Contract link in the header of th€ontracts section inside the
recurring billing customer profile screen and a screen will appear similae t
example shown below

Contract Info (* indicates required field)

*Contract IC: *Eubtotal:
Contract Mame: Tax:

Ebstert Date: Tatal (Read Only)
e Dater Status

@ active Oinactive

#ihich Account should be Billed for this Contract?:
""" | Add Mew Credit Card or ACH Info

*Execute this Contract |- - - - 4

*It & transaction is ever declined on this cordract, it can be reprocessed once per day. How many times
svould you like to reprocess this contract if it declines (0 = don't reprocess)?
-

#ifould you like to receive a confirmation e-mail when a transaction is approved on this cortract?

Orves Cno

#iiould you like to receive a confirmation e-mail when a transaction is declined on this cortract?

Orves Ono

The following describes each input fields in the Contracts Info form
Contract ID — (Required) A unique number or word identifying the contract




Contract Name— (Optional) The name of a contract. You can also use this field
to specify a contract type, such as Gold, Silver, or Bronze

Start Date — (Required) The first date the contract to be executed. Notice the start
date cannot be on the same day that you enter the contract. This is because the
payment server’s recurring batch process may have already run for the day

End Date— (Optional) The date that the contract to be terminated. If the contract
is ongoing, leave this field blank

Subtotal — (Required) The amount before tax to be charged to the customer each
time the contract gets executed

Tax — (Optional) The tax amount for the payment

Total — A Read Only field, which is automatically populated by ad&gotal
andTax; This is the total amount that will be charged every time the contract gets
executed

Status— (Required) By default, a contract is sefttive when created. Once a
contract or customer expires, the status will be automatically bediove. A
contract withinactive status will not be executed

Payment Item— (Which Account should be Billed for this Contract) (Required)
Select a payment item for the contract to execute on

Contract Frequency — (Execute this Contract) (Required) Select how often the
contract gets executed

Retry Processing Payment (Required) If a contract is executed, but for some
reason, the transaction is declined, this field will tell the payment server how
many times to re-process the transaction. A contract will only be executed once
per day. Any transactions that fail will not be attempted again until the following
day. By selecting “0”, the contract will not execute again until the next scheduled
charge date and will only charge the regular amount of the contract. In other
words, when this field is set to “0”, and a transaction fails, the recurring billing
system will not try to recover the funds that is failed to obtain previously

Email Approval — (Required) Choose to receive a confirmation email every time
the contract’s payment is approved

Email Declined— (Required) Choose to receive a confirmation email every time
the contract’s payment is declined
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Note: The following are two reminders when processing transactions through recurring
billing.

N

oo s

» If atransaction is declined and you have selected “10” retries (the maximum
amount of times you can retry) in tRetry Processing Paymentield, the
payment server will keep trying to process the transaction until it is either
approved or retried 10 times. This will not affect the next bill date. For
example, you have a contract setup to charge $15 to a credit card on the first day
of every month; if on 5/1/2004 the transaction is declined, but it is finally
approved on 5/6/2004, the next bill date will still be 6/1/2004

e A contract can only have one transaction pending at any given time. For
example, you have a contract set up to process daily. If the credit card gets
declined today and you requested to have it retry several tineesntract will
not execute at its regular time tomorrow. When the recurring billing system of
TPI Payment Server runs tomorrow, it will see this contract is flagged as
declined and will try to reprocess the declined transaction. Therefore, the new
charge for tomorrow will not be queued. It is recommended that daily contracts
have retries set to “0” and that you request to have a decline confirmation email
sent. This way, you can take the necessary steps to resolve declined payments
without missing any further payments

Input the contract information into ti@@ntract Info form
Click Add Contract. This will take you back to the recurring billing customer
profile screen

Contracts Add Contract
Contract ID Next Bill Date | Bill Amount | |
cici Active 54372004 $5.00 Payment History
Cicz2 Inactive 5/3/2004 $1.00 Payrnent Histary

To edit a contract, click on itSontract ID link

TheContract Info form will appear again for you to edit

. Click Update Contract afterwards. This will take you back to the recurring
billing customer profile screen

. To view the payment history on this contract, click onRagment History link

and a screen will appear similar to the example shown below

Billings Found: 4
Displaying Results: 1 through 4

Contract ID 4 ~_| Transaction Date 4 > | Customer o ~ | Payment Type 4 > | Amount

cici 5/3/2004 8:35:40 AM ECHECK $5.00
Cici 5/3/2004 9:32:49 AM ECHECK $5.00
1c 5/3/2004 2:02:54 AM ECHECK $5.00
1cC 5/3/2004 9:39:52 AM ECHECK $5.00
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View Customers

TheView Customerslink inside theRecurring Billing folder enables you to search for a
customer under certain filters.

1. Click on theRecurring Billing folder
2. Click on theView Customerslink

Show Filters?

Search valle: | |

vigsw: (8 sctive Customers () Inactive Customers () Al Customers

[ Find Custarneris) ] [ Clear Filters ]

3. To display all customers, clidkind Customer(s)
a. To search by field, click on the drop-down arrow in 8sarch Bybox,
and choose a field accordingly
b. Input the search value in tis®arch Valuetext box
c. To view customer based on their status, select the status option
4. Click Find Customer(s)(theClear Filters button lets you clear all the field

contents you have entered) and a screen will appear similar to the example shown
below

(Wshowritersz

Customers Found: 1

hake Checked Customers:
[ | cosomer io ~ - m

[ rici ABC Inc, John ab@ab.corm Active

5. To refine your search, check tBaow Filters box to expand the filter section.
Then edit the filter fields again

a. To send an email to the customer, click on the customer’s email link

b. To activate or inactivate a recurring billing customer account, check the
customer and choose eithetive or Inactive from theActive/lnactive
drop-down list

6. To view the customer information, click on tBestomer ID link. This will take
you to the recurring billing customers profile screen

View Contracts
TheView Contracts link enables you to search for a contract under certain filters.

1. Click on theRecurring Billing folder

2. Click on theView Contracts link and a screen will appear similar to the example
shown below




Show Filters?

The fiters belowe are optional. By default, clicking "Find Cortract(s)" will return all active contracts.

Contract IT:
Next Bil Date: | |s On or After [
Total Amourt: | |5 Greater Than D 5(0.00
Pay Method: (3 sl (O Credit Card O &CH

Status: @ sl O active Olinactive O Pending

[ Find Contract(s) l [ Clear Filters ]

3. IF you want to view all active contracts, cliEind Contract(s)
a. To search for a specific contract, input the ID intoGloatract ID field
b. Or, click on the drop-down arrow to choose a date option faxéxe Bill
Date field, and enter the date either by clicking no the calendar link to
select the date, or by entering a date manually iD#te box
c. Or/And click on the drop-down arrow to choose an amount option for the
Total Amount field, and enter an amount in tfietal Amount field
d. You may also narrow your search by the contract’s payment method; click
on one of the payment method radio buttons
e. To search according to the contract’s status, choose one option from the
four status radio buttons
4. Click on theFind Contract(s) button (theClear Filters button lets you clear all
the field contents you have entered as search criteria) and a screen will appear
similar to the example shown below

[DEwefie= ]

Billings Found: 2
Displaying Results: 1 through 2

Contract ID & ¥ Eustomer ID « ¥ | Payment Type « ¥ | Next Bill Date & ¥ _

cicE 1 Credit Card 5/3/2004 $1.00 payment history
cicl 1 AcCH 5/3/2004 $5.00 payrment history

5. To refine your search, check tBaow Filters box to expand the filter section.
Then enter your search criteria
a. To view the contract’'s owner, click on t@eistomer ID link. This will
take you to the recurring billing customer profile screen
b. To view the payment history on this contract, click onRagment
History link
6. To view the detail of a contract, click on that contract’s ID link. This will take
you to theContract Info form

Billing Report
TheBilling Report link enables you to view all the approved transactions inline with
their corresponding contracts. In the report, transactions processed autonthticati




recurring billing will be listed. Other transactions made ufkurring Billing will not
appear, including charging on either a payment item when it's newly created, or a
payment item inside thHeayment Info section. You can find those transactions through
Find Transactionsinstead.

1. Click on theRecurring Billing folder

2. Click on theBilling Report link and a screen will appear similar to the example
shown below

Show Filters?

The fitters belowy are optional. By default, this report will showy all bilings that have occurred during the
current manth.

Custamer ID:
Biled Amount: | |s Greater Than | ¢(0.00
Date Range: | Month-to-Day % |From (590172004 | 1q (54452004

Pay Method: (@) )l O Credit Card (O aCH

[ Find Billing(s) | [ ClearFilters |

Note: TheShow Filters section help you narrow down the transaction report for a
specific recurring billing customer, amount, date range, or payment method.

3. To search for a specific contract, input the Contract ID int&€Ctiv@ract 1D field
a. And/Or click on the drop-down arrow to choose an amount option for the
Billed Amount field, and enter an amount in tBéled Amount field
b. And/Or choose a date range by clicking on the drop-down arrow, and
select a pre-defined date range. Also you may manually enter the start date
and end date for a date range
c. You can also narrow down your search by the contract’s payment method;
click on one of the payment method radio buttons
4. Click on theFind Billing(s) button Clear Filters lets you clear all the field
contents you have entered as search criteria) and a screen will appeataimilar
the example shown below. Notice tseand = buttons under each column name
are for sorting the listed transactions

Contract ID & Transaction Date & + Payment Type & + m

3610 C1CiB 5/3/2004 8:35:40 AM ECHECK $5.00
3611 ClClb 5/3/2004 2:02:54 AM ECHECK $5.00
3617 C1Cib 5/3/2004 9:32:49 AM ECHECK $5.00
3618 CiCie 5732004 9:39:52 AM ECHECK $5.00

5. To view the contract for a particular transaction, click onGostract ID link
6. To view the details of a transaction, click on the transacti®afs#link

Ch 6: Preferences and Merchant Support
How to change personal settings and get additional support
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This chapter discusses five main function®ferences regulate access to a user
account, add custom fields for transactions, set up input devices for the payment server,
change the user password, and modify security levels to grant a user spegidacce
certain functions. Furthermore, we include information on the remaining features in the
menu bar: send emails to your payment solution service provider, and log out of the TPI
Payment Server.

User Access Control

By verifying the requesting party’s IP (Internet Protocol) address and countAgahss
Control preference grants or denies access to a merchant user account. All IPs and all
countries are allowed accesses by default.

1. Click on thePreferencesfolder

2. Click on theAccess Controllink and a screen will appear similar to the example
shown below

IP's Allovwved: All

Countries Allovwed: All

M validate IP Address When Logging In

M validate Country When Logging In

Note: Validating IP and validating country have identical steps to follow.

3. To validate IP/Country, checkalidate IP/Country Address When Logging In
and a screen will appear similar to the examples shown below

Validate IP Address When Logging In

(CDENY &Il IP's EXCEPT Those Listed Below

Use This Option
(3 ALLOW &1 IP's EXCEPT Those Listed Below
| | [AddIP ]
Denied IP List
Remove Selected
Remave All
Yalidate Country When Logging In
(O DENY &Il Caurtries EXCEPT Those Listed Below - »
Use This Option
() ALLOWY &)l Countries EXCEPT Those Listed Below
Deny Al Unknowyn Countries
| ........ vH Add Country
Denied Country List
Remove Selected
Remaove All




Note: There are two options:

* DENY ALL IPs/Countries EXCEPT Those Listed Below

* ALLOW ALL IPs/Countries EXCEPT Those Listed Below
The default settings for both IP and countryAké OW . Besides, for country, all
unknown countries are set to deny.

Allow All IPs/Countries

1. To add one or more IPs/Countries to Benied IP/Country List, for IP, type an
IP address in thadd IP text box; for country, select a country from the country
drop-down list, and then clickdd IP/Country. The IP address or country will
be automatically populated inienied IP/Country List

Denied IP List

123123121
123123122

Denied Country List

Canada

2. If you want to remove the IP/Country form tBenied IP/Country List one by
one, click on the one you want to remove; then clickRbmove Selectedbutton.
Or, you may click th&emove Allbutton to clear all IPs/Countries shown in the
Denied IP/Country List

3. After you complete editing the settings faltLOW ALL IPs/Countries
EXCEPT Those Listed Below you need to ensure this option will be in use

a. If you see thd&Jse This Optionbutton as it is shown in, this means the
Deny All IPs/Countries EXCEPT Those Listed Belowoption is
currently in use, you need to click this button to switch toAlhmwy
option. Notice thé&Jse This Optionbutton only appears when the
checked option to its left is NOT currently in use. Therefore, when
switching from one option to another, you must click onudke This
Option button for the change to take effect

b. If the Use This Optionbutton does not show up, that meansAheOW
ALL IPs/Countries EXCEPT Those Listed Belowoption is already in
use

Deny All IPs/Countries




1. Check thdDENY ALL IPs/Countries EXCEPT Those Listed Belowradio

button (shown below)

Yalidate IP Address When Logging In

() DENY Al IP's EXCEPT Those Listed Bielow

Use This Option
O BLLOWY &)l IP's EXCEPT Those Listed Below
Add 1P
Allowed IP List
Remove Selected
Rermaove All
Validate Country When Logging In
@' DENY &l Countries EXCEPT Those Listed Belowy - A
Usze This Option
O BLLOW &)l Courtries EXCEPT Thoze Listed Belaw
Deny Al Unknowen Courtries
________ ]| Add Country
Allowed Country List
Remove Selected
Rermove All

2. To add one or more IPs/Countries to &llewed IP/Country List, for IP, type

an IP address in th&dd IP text box; for country, select a country from the
country drop-down list, and then cliéiddd IP/Country . The IP address or
country will be automatically populated inddlowed IP/Country List

Allowed IP List

123.123.121
123123122

Allowed Country List

Canada

If you want to remove the IP/Country from tAkkowed IP/Country List one by

one, click on the one(s) you want to remove, and then clicRéngove Selected

button. Or, you can click tHeemove All button to clear all IPs/countries shown

in theAllowed IP/Country List

. After you complete editing the settings ENY ALL IPs/Countries EXCEPT

Those Listed Below you need to ensure this option will be in use

a. If you see thdéJse This Optionbutton as it is shown in, this means the

Allow All IPs/Countries EXCEPT Those Listed Belowoption is
currently in use, you need to click this button to switch tdtéey option.
Notice theUse This Optionbutton only appears when the checked option
to its left is NOT currently in use. Therefore, when switching from one




option to another, you must click on tee This Optionbutton for the
change to take effect

b. If the Use This Optionbutton does not show up, that meansDENY
ALL IPs/Countries EXCEPT Those Listed Belowoption is already in
use

Custom Fields

The Custom Fieldspreference allows you to add up to 30 string (for character) and
numeric (for number) fields respectively for your specific needs. After addirigpltte

you can populate them when performing credit card or check transactiond/urtutgr
Terminals. In addition, you can use those fields as filters to find a transaction through
Find Transactions.

1. Click on thePreferencesfolder
2. Click on theCustom Fieldslink and a screen will appear similar to the example
shown below

Add Custom Field

Field Type: Winimum Length!value:

O StringtdarChar O MumeticiDecimal
Field Mame: Macximum Lengths alue:

Description: Recuired Field?:

Crves @no

3. Choose a custoffield Type as eitheString/VarChar (for character) or
Numeric/Decimal (for number)

4. Give the field a descriptive name

Further describe this field

If the custom field is string type, enter timenimum length for the string (Notice

the length must be 0). If the custom field is number type, enteniaimum

value for the number

7. If the custom field is string type, enter tmaximum length for the string (Notice

the length must be 50). If the custom field is number type, entenaimum

value for the number

Choose eitheYesor No for this custom field to be required or not

Click on theAdd Field button and a screen will appear similar to the example

shown below

Minimum Maximum
0

A sample
string field

oo

© ©

remove String/VarChar Sample

10.To remove a custom field, click on tRemovelink as shown in the figure above
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Setting up Input Devices

TheDevice Setuppreference enables you to configure parameters specific to what type

of input device you desire to use with the TPI Payment Server. The input devices
configurable are card readers, PIN pads, and check readers. Once configured, they can be
used when you make transactions undigual Terminals . For more information on

what parameters you need, to set up a device properly, check your device manual or
consult the device manufacturer.

1. Click on thePreferencedolder
2. Click on theDevice Setuplink

Card Card Reader Setup
Reader
Card Reader Type | Maone bt
Finpad
_heck
Feader

Save

Setting up a Card Reader
The payment server’s virtual terminal currently works with card reader desioh as
serial card reader and keyboard wedge.

1. By default, the device setup screen first showGhed Reader setup. Select the
type of card reader from ti&ard Reader Typedrop-down list




card
Reader
Card Reader Type | Serial Feader hd
Finpad COM Port Setup
Com Port | 1 v
Check Baud Rate | 9500 b
Reader Flow Contral | Hardware b
Parity | o Parity hd
Stop Bits | 1 v
Data Bit= | § w
Time Ot

Save

The following table shows each setup parameter and its valid values. It applies to all
three types of input device.

Input Device Setup

Parameter Value
Com Port 1-30
110, 300, 600, 1200, 2400, 4800, 14400, 19200, 28800, 38400, 56000,
Baud Rate 57600, 115200, 128000, 256000
Flow Control No Flow Control, Software, Hardware
Parity No Parity, Odd, Even, Mark, Hardware
Stop Bits 1,15,2
Data Bits 5,6,7,8
Time Out (Numeric time out value in second)

2. Editing the settings accordingly and click on 8avebutton to save your settings

Setting up a PIN Pad
The payment server’s virtual terminal currently works with VeriFone 1000 PIN pad.

1. Click on thePinpad link in the Initial Device Setup screen and a screen will
appear similar to the example shown below
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Sl

Feader
Pinpad Type | Mone v
i ) Master Session
Pi npad Key Management
(%) DUKPT
Check
Reader

Save

2. Select &@inpad Type from the drop-down list
3. Choose eitheMaster Sessioror DUKPT from theKey Managementoption
4. Editing the settings accordingly and click on 8evebutton to save your settings
(Refer to Input Device Setup Parameter)
Card
Foador Pinpad Setup
Pinpad Type | Yerifone 1000 D
Finpad Key Management O Master Session
& oukpT
Check COM Port Setup
Readar Com Port | 23 D
Baud Rate | 12010 [~
Flow Contral | Software D
Partty | Even D
Stop Bits | 1 D
Data Bits | 7 [~
Time Qut
Save

Setting up a Check Reader
The payment server’s virtual terminal currently works with serial cheelagler and
check image reader such as Magtek MICR Imager.

1. Click on theCheck Readerlink in the Initial Device Setup screen
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Card Check Reader Setup
Feader
Check Reader Type | Mone D
Finpad
Check
Feader

Save

2. Select a check reader type from the drop-down list
3. Edit the settings accordingly and click tBavebutton to save your settings (Refer
to Input Device Setup Parameter)

Card Check Reader Setup
Reader
Check Reader Type| Serial Reader - |
Pinpad
COM Port Setup
Check Com Port | 1 “
Feader Braud Rats | 9600 v
Flovwe Cortral | Mo Flow Contral hd
Parity | Mo Farity hd
Stop Bits | 1 “
Data Bitz | 5 L'
Tirmee: Ot

Changing User Password

1. Click on thePreferencesfolder

2. Click on thePasswordlink and a screen will appear similar to the example shown
below




Change Password

MSPPartner Mumber: 100
RPMAencar Mumber: 129
FP Uzer Mame: test myMerchant

Ol Password
Enter Mew Password

Enter Mew Password Again

[ Change Password ] [ Reset ]

Input the current password in tdd Passwordfield

Input your new password in tiNew Passwordfield

Confirm your new password by inputting it into tBeter New Password Again
field

6. Click on theChange Passwordutton (theResetbutton clears the contents in the
fields)

B w

o

Setting Security

The Security preference is to set security for functions performed at the merchant user
level. The user security level is assigned when each new user account is created. A
merchant user will be able to access each function if his/her security lgveaisr than

or equal to the number defined in this preference.

1. Click on thePreferencesfolder
2. Click on theSecurity link and a screen will appear similar to the example shown

below
Security Settings
Sale |1 W Reports |2 W
Return | 2w End-of-Day |2 %
Woid [ 2w Uzer Admin | 3
Pre-suth [ 1 Change Security | 4 v
Force-2uth | 2 Tools | 1 »

[ Change Security ] l Reset ]

3. Select a proper security level for each item
4. Click Change Security(theResetbutton allows you to return to the previously
saved settings)

Note: The payment server currently has four levels of security settings: 1, 2, 3 and 4, with
4 being the highest security level and 1 the lowest. In the above figure, the numbers
represent the minimum security level that a merchant user must have, in ordes acc




the corresponding features. For example, if "Void" is set to 2, then a merchant bser wit
security level of 2, 3 or 4 can void a transaction, but a merchant user with security level of
1 cannot perform voiding transactions. The table below provides more details on each
security item in the above figure.

Effected Functionality

Security Setting

Folder Functions
Credit — Sale
Debit — Sale

Virtual Terminals Checks — Sale

Gift Cards — Redeem

Sale

Find Transactions Credit — Repeat Sale
Current Batch (for
terminal-based Credit — Repeat Sale
processor)
Debit — Return
Virtual Terminals Checks — Return
Return Gift Cards — Refund
Find Transactions Credit — Refund
Virtual Terminals Checks - Void
. . Credit — Void
Void Find Transactions Gift Cards — Void
Current Batch (for
terminal-based Credit — Void
processor)
Virtual Terminals Credit — PreAuth
Pre-Auth Checks — Verify
Virtual Terminals Credit — ForceAuth
Force-Auth Checks — ForceSale
Reports Find Transactions
End-of-Day End of Day (for terminal-based processor only)
User Admin Manage Users

Change Security | Preferences -> Security

Tools N/A

Sending Email to Merchant Support

TheEmail function provides contact links to merchant support from TPI Software.
Clicking on the email link will lead you to send an email to eiBeesor Support team
of TPI Software.
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Click on theEmail folder

To email the sales staff, click on tBaleslink

To email the support staff, click on tBeipport link

After your default mail application appears, type you email and clickenrain
you email software

howpnpE

System Logout
TheLogout link lets you logout of the system with the current user name.

1. Click on theLogout link
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