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1 Introduction

The Pocket POS® MIDP application is designed to run on BlackBerry 7290 handsets to enable the user to process
retail and wireless payments through the Hypercom Payment Server (formerly TPI).

The Pocket POS® MIDP application covers the following functionalities:

» Credit Sale » Credit Refund
> Credit Void » Cash Sales

> Check Void »> Check Sale

» Administration

Pocket POS® has been tested on the following devices to enable secure payment processing using the P25M
and H50 merchant peripheral. Below is a list of the tested devices and links to the user documentation provided by
the manufacturer.

BlackBerry 8100 device main information visit: http://na.blackberry.com/eng/devices.

For additional information visit http://www.blackberry.com

Pocket POS®requires wireless data services from your service provider. Pocket POS® has been tested on the
AT&T and T-Mobile wireless networks (GPRS/Edge) in the United States of America. Consult your wireless service
provider to activate the required service features to enable wireless data communications. Also review the roaming
restrictions set by the carrier on your wireless data services, please note not all services will work when roaming.
Consult your carrier customer support when traveling.

ATT

You must add wireless data services to your AT&T Wireless account to use Pocket POS® for secure payment
processing. To find your local sales representative for AT&T (formerly Cingular Wireless) you can search by zip
code at www.wireless.att.com, from a land-line call 1-800-331-0500, or dial *611 from your AT&T Wireless
handset.

TMOBILE

You must add wireless data services to your T-Mobile account to use Pocket POS® for secure payment
processing. To find your local sales representative for T-Mobile you can search by zip code at
www.tmobile.com, from a land-line call 1-800-T-MOBILE, or dial *611 from your T-Mobile Wireless handset.

www.bluebamboo.com
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2 Hardware

Figure 1 How to swipe card in MSR reader

Figure 2 P25 printer

www.bluebamboo.com
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3 Printer Pairing

Step

1.

Action

Turn on the P25-M Printer

Select Setup Bluetooth icon on your
Blackberry. (Figure 3)

Click OK to enable the device pairing
mode (Figure 4)

Click the thumbwheel and select Add
Device. The BlackBerry will launch a
scan to find available Bluetooth
devices to connect with. (Figure 5)

Display

Figure 3

Bluetooth: Enabled ]
Pgme-ii

Please ensure
your Bluetooth

_ *  device is in pairing
mode.

Figure 4

Bluetooth: Enabled

Paired Devices:

Close
Full Menu

Figure 5

www.bluebamboo.com
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[ Bluetooth: Enabled }

Paired Devices:

2 Searching for

2 devices...
[
6. Select the P25-M Printer in the list.
Confirm the P25-M Device ID
matches the Device ID shown on
screen. (Figure 6&Figure 7)
Figure 6

e |
ﬂ Select Device:
3

iNokia 3110¢
BLAN Access Point
{Phone
JHComputer
fjPhone

Cancel

Figure 7

Note: Refer to the P25-M Quick Installation Guide to locate the Device ID & Pin Code.

[ Bluetooth: Enabled }

Paired Devices:

Enter numeric

Enter the P25-M Pin Code to establish C i
7. Bamboo
the connection. (Figure 8) P25_000710:
|
Figure 8

The P25-M and BlackBerry 8100 are
now paired. (Figure 9)

www.bluebamboo.com
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l Bluetooth: Enabled l

Paired Devices:
3

Figure 9

4 Pocket POS® MIDP Installation and Login

The Pocket POS® MIDP application must be downloaded and installed onto the Device. For assistance in
downloading the Pocket POS® MIDP application visit the Blue Bamboo online support portal at
http://support.bluebamboo.com.

Premium deployment assistance is available from the Blue Bamboo helpdesk, to purchase a Premium
deployment package for your Device visit us at sales.bluebamboo.com.

WED, APR 9

In the main Blackberry Menu screen, select the
Bluetooth option which is highlighted in red. (Figure
10)

Figure 10
lPlease wait... ]
The system is searching the Bluetooth device... Bluetooth Detecting..
; — L
(Figure 11>

www.bluebamboo.com
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Figure 11

Message

{

Bluetooth Detect OK
While the application loads a Bluetooth detection test

will be established. A confirm screen will be
displayed. (Figure 12) m

Figure 12

The user should contact their reseller to validate the required configuration information to set up the terminal
to process transactions using their Payment Server and Merchant Account.

4.1 Pocket POS®configuration

STEP ACTION DISPLAY

[ Carrier ]

Carrier | |EOEE

Consult your deployment documentation
provided by your reseller or merchant service

2. provider to sele(.:t the. carrier. that your s
merchant account is configured with and then
select Save. (Figure 13)
Figure 13

You may select Customized to enable
connectivity to any carrier Installation.
(Figure 14&Figure 15)

www.bluebamboo.com
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[Cam‘er }
ATET|
Carrier TMobile
Cingular
Sprint
Nextel
ey China Mobile
Customized
Figure 14
[WAP Settings :- }
Device Side: frue |
WapGateway APN] ]

Apn User:
Apn Password:

Cancel

Full Menu

Figure 15

Login }

Liser Mame Tofd/458

Enter the username and password provided Passwiord  [$ckckkokoskokokk
¥

by your reseller or merchant service provider.

Select Login to continue. (Figure 16) Remember Info N

B Rz

Figure 16

o —

PCI Security Standards compliance is not meet when the user selects to
“‘Remember password”, please note that setting this as default is not
recommended.

Visit: www.pcisecuritystandards.org for more information.

www.bluebamboo.com




¥ BLUE BARMBOO

Pocket POS® MIDP User Guide for BlackBerry8100

: 1
L Storing your

password can
L5 enable an ]
unauthorized user
to access your |
_ information, by

selecting this | |
following security message will be displayed. feature you will
not maintain PCl t

(Figure 17> Famnlisnca

d

—_—
?

RE

If you select the Remember Me option the

Figure 17
[Gateway ]
L5
"-,"" Validate merchant
4 i ing? -
Select Yes to continue the merchant p] iy logh setting? K
5. . . Yes
registration process, select No to return to the —
prior screen. (Figure 18) Ll b
=
Figure 18
[F'Lease wait... ]

The username and password will be
validated. When you are using Pocket POS®
the device will require the wireless data Verifying Gateway..
6. services to communicate over the Internet
using SSL, please verify with your wireless

service provider that you have the

appropriate services. (Figure 19)

Figure 19

If the username and password IS validated: If the username and password IS NOT validated:

www.bluebamboo.com
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] Login Failed

[CongratuLatTon

|

Your settings are correct Inwalid Login Information.

Figure 20 Figure 21

You are now ready to process payments using Pocket POS® and the Blue Bamboo P25-M & P25.

If you decide not to remember the login information from steps 3, 4, 5 above the application requires login to
the payment server each time the application is used. The following is the user validation (Login) process:

(Figure 22 Figure 23 Figure 24)

[Wetcome ] [Gatewa‘i ] | Verifv Fail |
< BLUE BAMBOO Liser Name | "
CGonnect Support
Pocket POS Password | 888-372-9269
Version 18.g
Remember Info ~ m
Exit Logi

Figure 22 Figure 23 Figure 24

If your login attempt fails contact your reseller or merchant service provider to validate your
merchant account credentials. After successful login the Pocket POS® MIDP application will be able to

process payment transactions and print receipts of prior transactions.

f PCI1 Security Standards compliance is not meet when the user
selects to “Remember password”, please note that setting this as
default is not recommended.

Visit: www.pcisecuritystandards.org for more information.

www.bluebamboo.com
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5 Pocket POS® Main Menu Options

Pocket POS® will enable the user to process credit card and check transactions. The merchant is able to
swipe or manually enter credit card information to process Sales, Authorizations, Returns and Voids. If the
user has an active ACH processing account from their reseller they can process eCheck Sales, Voids and
Returns. The user is also able to print cash sales receipts.

Please note, a valid transaction has to be signed by the cardholder (a return transaction must be signed by
the merchant) in order to maintain legal compliance to your merchant processing agreement.

The Pocket POS® main menu provides four primary options to the user. Selecting “New Transaction” will
display the Transaction Type selection screen. Selecting “Saved Transactions” will display a list of the current
transactions, the user can adjust Pocket POS® settings by selecting “Settings”, and logout of Pocket POS®
by selecting Logout. (Figure 25Figure36)

[Select Option ] [Transaction Type ]
T NewTramsactin | s s |
luji Saved Transaction 7 Authorize
f}@ Settings W' Return
'\::] Logout @ Void
Cash-5ale
= check-sale
=3 check-Void
Figure 25 Figure 26

6 New Transaction

6.1 Sale Transaction

The Credit sale transaction is generated whenever a cardholder is using a magnetic card to pay for a product
or a service. Credit card sales transactions can be processed by swiped or manual input method.

How to process a credit card sale transaction:

STEP ACTION DISPLAY

10

www.bluebamboo.com
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Select the transaction type for the card sale you are to
process.
1. Contact your merchant service provider or reseller for
assistance with selecting appropriate transaction types.
(Figure 27>

Swipe the card using the P25-M merchant peripheral. To
2. enter the card information using the keypad, select Manual
icon. (Figure 28)

Verify card holder information by validating the last 4 digits
and type of card as it is displayed on the screen. (Figure

29

[Transaction Type }

= lsae

¥’ Authorize

\« Return
@ Void
“ Cash-Sale
C=d check-Sale
=) check-Void

Figure 27

Please wait... }

Please Swipe Card..

Figure 28

Message Alert

Card Data Captured.

Card typewl
Acct B0

Figure 29

www.bluebamboo.com
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Enter the sale amount. Do not enter the decimal point
(period). Enter the sale amount using the keypad of your
Device. If your sale amount is $12.34, enter 1 2 3 4 using
the keypad, if the sale amount is $100.00 then enter 1 0 0
0 0. Be sure to enter 00 if the amount is an even dollar

amount. Select Next to continue. (Figure 30)

Verify the transaction details before selecting Confirm
(Figure 31)

The transaction processing message displays while the
waiting for approval from the host processor.  (Figure 32)

An approved response will be displayed as shown (Figure
34) to start a new transaction select New, to print receipts,
select “Print”.

[ Amount

Amount(lZ]

If your sale amount is $12.34,
enter 1234. Use B8 for even
amounts.

=
Figure 30
Confirm

Amount: $8.12
CC it

AR O KRR KR R R P010

Name:
ACQUIRER TEST VISA

Figure 31

[ Please wait... ]

Processing Transaction...
_— B ]

Figure 32

www.bluebamboo.com
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If you receive a Declined Response, ask the customer for
another form of payment. You can validate the declined
response by calling your merchant service provider or

reseller (Figure 34)

Appendix A — Host Return Message contains a compelete
list of the error codes generated by the payment server.

Select Print to print the customer receipt and merchant

receipts. (Figure 35)

10. The printer is printing the receipt... (Figure 36)

[Transaction Result

i ' Approved
Amount: $855
Approval Code: B860619
Referenceit:(PNREF)
5266

o o

Figure 33

[Transaction Result

% Declined

Transaction declined

Please try another form of
payment

Result12

<INVALID AMOUNT 211>
Reference #5254

Decline

Figure 34

[Transaction Result

3 4 Approved
Amount: $0.55
Approval Code: B98619
Referenced:(PNREF)
o2bb

o o

Figure 35

Please wait...

Printing Receipt...

Figure 36

www.bluebamboo.com
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Select Yes to print the Customer Copy, or No to exit.

(Figure 37>

Process a manual input credit card transaction:

If you are processing a manual input transaction you
must enter the complete card number, card
expiration date and Card code (i.e. CVC2, CCV2,
and CID.)

When entering the Expiration Date be sure to enter
the MONTH and YEAR in the MMYY format.

The CvNum is a 3 digit number located on the back
of Visa and MasterCard, and a 4 digit number
located on the front of an American Express Card.

Select Next to continue. (Figure 38)

Enter the card holder's name as it appears on the
card, please enter the First name and middle initial
(if it appears on the card) in the top field and enter
the card holders last name in the second field of the
Customer Info screen. The Phone# field is not
required. Select Next to continue. (Figure 49)

Do You Want To Print
Customer Copy “a 3

Figure 37

[Card Information ]

CC # [T

Exp. Date pobd
(MMYY )
CvMum 227227

Figure 38

[oame ]

First Name:[Ty

[ ast NMame young

Phonedt: 54444444
| Back BN Next ||
Figure 39

www.bluebamboo.com
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Enter the billing address of the card holder to enable
AVS (Address Verification System) fraud detection.
Enter the numeric portion in the top field and the
3. street name in the second field; use the bottom field
in the screen to enter the postal code of the card
holder billing address. Select Next to continue.
(Figure 40)

6.2 Credit Card Void

[Address Information...

Address 123
(Street ).
Street:  Main street

Zip - 10073

=

Figure 40

A void transaction cancels a previous sale or return transaction. Voiding will retrieve a transaction from the
batch and mark it as void. The report and the settlement functions will skip transactions marked as void.

A void of a sale can be done if the original sale was processed in the same batch. If the original sale was NOT
Processed in the same batch a Return must be processed. For assistance with batching transactions review
the Pocket POS® Virtual Terminal user manual located at the Blue Bamboo online support portal at

pocketpos.bluebamboo.com.

STEP ACTION
1. Select the Void transaction type. (Figure 41)
2. Swipe the card... (Figure 42)

DISPLAY

Transaction Type

& sale

~ Authorize
W Return
Svoa
““" Cash-Sale
= check-sale
= check-Void

Figure 41

[Please wait... ]

Please Swipe Card...

[
Cancel [ anai']

15
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Verify card holder information by validating the last 4
digits and type of card as it is displayed on the
screen. (Figure 43)

Enter the Transaction Reference Number, also
identified as PNREF number, this number is the
unique transaction number for transactions
processed from Pocket POS®. If you need to look
up the transaction reference number review
Appendix B of this user manual. Enter the amount
without the decimal point. If your sale amount is
$12.34, enter 1 2 3 4 using the keypad, if the sale
amount is $100.00 then enter 1 0 0 0 0. Be sure to
enter 00 if the amount is an even dollar amount.
Select Next to continue. (Figure 44)

Verify the transaction details before selecting
Confirm to submit the transaction to the host
processor. (Figure 45)

Figure 42

Message Alert ]

Card Data Captured.

Card typeVI
AcctBP1d

Figure 43

[Amount

PrRef : PO43

Amount I7]

If your sale amount is $12.34,
enter 12.34. Use B8 for even
amounts.

Figure 44
[Confirm

Amount: $8.12
PnREF it: 2843

CC 1t
SRR KGO SROoK K CICR (BP0

Name:
ACQUIRER TEST VISA

Figure 45

www.bluebamboo.com
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The transaction processing message will display
6. while the Device waits for an approval from the host
processor. (Figure 46)

If you receive a Declined Response, ask the

customer to confirm the form of payment. You can

validate the declined response by calling your
7. merchant service provider or reseller.

Appendix A — Host Return Message contains a

compelete list of the error codes generated by the

payment server. (Figure 47)

8. Select Print for the merchant receipt. (Figure48)

9. Select Yes for the customer receipt. (Figure 49)

Please wait...

Processing Transaction..

Figure 46

[ Transaction Result

% Declined

Transaction declined

Please try another form of
payment

Result:12

<REF MO NOT FOUND485>
Reference #5258

Decline

Figure 47

[ Transaction Result

7 Approved
Amount $0.55
Approval Code: 890619
Referencedt(PNREF)
5266

o o

Figure 48

Customer Copy “m

Do You Want To Print 3

www.bluebamboo.com
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6.3 Credit Card Return

Figure 49

The Credit refund or return transaction is used when a customer wants to return goods and transfer the sales
amount back to the cardholder’s account. The reason could be that the product was not the right one or it did
not function properly. If the merchant has just performed a settlement, the original sale transaction may have
been sent to the host for reconciliation. Therefore a void can not be expected to resolve the issue. A return
will not require a host approval. However, note that the merchant has to sign the primary transaction receipt.

STEP

ACTION

Select the Return transaction type. (Figure 50)

Swipe the card... (Figure 51)

Verify card holder information by validating the last 4
digits and type of card as it is displayed on the
screen. (Figure 52)

DISPLAY
[Transaction Type ]
& sale

Authorize

@ Void

" Cash-Sale
&3 check-sale
= check-Void

Figure 50

[PLease wait... ]

Please Suwipe Card..
5

O e

Figure 51

www.bluebamboo.com
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Enter the Transaction Reference Number, also
identified as PNREF number, this number is the
unique transaction number for transactions
processed from Pocket POS®. If you need to look
up the transaction reference number review
Appendix B of this user manual. Enter the amount
without the decimal point. If your sale amount is
$12.34, enter 1 2 3 4 using the keypad, if the sale
amount is $100.00 then enter 1 0 0 0 0. Be sure to
enter 00 if the amount is an even dollar amount.
Select Next to continue.  (Figure 53)

Verify the transaction details before selecting
Confirm to submit the transaction to the host
processor. (Figure 54)

Message Alert }

[Card Data Captured.

Card typeM
AcctBrg

Figure 52

[ Amount

PnRef : 043

Amount [I2

If your sale amount is $12.34,
enter 12.34. Use B8 for even
amounts.

=
Figure 53
[Confirm

Amount: $@.12
PnREF 1t 2843

CC it:

HCECK KKK R HOKCKBRTR
Name:

ACQUIRER TEST VISA

Figure 54

www.bluebamboo.com
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The transaction processing message will display
6. while waiting for approval from the host processor.
(Figure 55)

If you receive a Declined Response, ask the

customer for another form of payment. You can

validate the declined response by calling your
7. merchant service provider or reseller.

Appendix A — Host Return Message contains a

compelete list of the error codes generated by the

payment server. (Figure 56)

8. Select “Print” for the Merchant receipt. (Figure 57)

Please wait...

Processing Transaction..

Figure 55

[Transach‘on Result

Declined

Transaction declined

Please try another form of
payment

Result12

<REF MO MOT FOUND4G5:>
Reference #5258

Decline

Figure 56

[ Transaction Result

" Approved
Amount: $6.55
Approval Code: @90619
Referencedt{(PHREF)
5766

Figure 57

www.bluebamboo.com
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9. Select Yes for the customer receipt. (Figure 58)

7 Saved transaction

STEP ACTION

1. Scroll and select Saved Transaction (Figure 59)

Saved transactions will be listed here, select the
2. transaction of your choice to proceed.

(Figure 60)

Do You ldant To Print
Customer Copy “m &

o 62

Figure 58

DISPLAY

[Select Option }

@ New Transaction
fj}} Settings
'L) Logout

Figure 59

[ Transactions }
osessess |
@ 5044 $0.55
@ 5043 $1.28
@ 5042 $0.55
@ 5040 $0.50

Figure 60

www.bluebamboo.com
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8 Pocket POS® Settings

The Pocket POS® application settings can be adjusted by selecting Settings in the main screen. (Figure 64)

[Settings }

Ccarier |
'%] Gateway
E@ Receipt

""" @ Security

Figure 61

Settings Options will be displayed as follows:

[Settings }
Modify the default wireless carrier by selecting Carrier Elj]_
Modify host settings with the payment gateway or processor, by '@ L
selecting Gateway”. E @ Receipt

Edit information printed on receipts by selecting Receipt. &9 security

Modify application security settings by selecting Security

Select one of these options to continue. (Figure 62)

Figure 62

8.1 Carrier Settings

STEP ACTION DISPLAY

22
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To select the default carrier select Carrier settings.
(Figure 63)

Select the carrier network and click Next. (Figure

2. .

64 and Figure 65)

You can customize a new carrier entry by selecting
3 Customized. Enter the carrier name and APN code.

The user name & password will be provided by your
carrier. (Figure 66 and Figure 67 )

[Settings }
R
i@ Gateway

E@ Receipt

d@ Security

Figure 63

[Carrier }
Carrier

ar_k - - i

Figure 64

Carrier ATET
TMobile

Cingular

Carrier Sprint

Nextel
China Mobile

Customized

Figure 65

www.bluebamboo.com
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8.2 Gateway Settings

STEP

ACTION

To edit host settings with the payment gateway or
processor, select the Gateway option. (Figure 68)

Select your Payment Gateway or Processor settings
based on the information provided to you by your
reseller or merchant service provider.

The gateway URL will change based on the

Carrier ATET
TMobile

Cingular

Carrier Sprint
Nextel
China Mobile

_ Customized

Figure 66
[WAP Settings :- }
Device Side: Lirue

INapGateway APM:

Apn User:

ApnPassword [ |
Paste |

Full Menu

Figure 67

DISPLAY

[Settings }

Ccarer |

l@ Gateway

E@ Receipt

""" @ Security

Figure 68

www.bluebamboo.com
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selection.

Select the Customized option to enter a Secure
URL that is not listed. (Figure 69 & Figure 70)

Enter the username and password provided by your
3. reseller or merchant service provider.

Select Login to continue (Figure 71)

If you select the “Remember Me” option the
following security message will be displayed.
(Figure 72)

[Gateway ]

Gateway | Payment Engin

LIRL

https://secure payment-
engine.com/SmartPayments/
transact.asmx

= =

Figure 69

]
w Pocket PO

Smart Payments
Gateway Redfinnet

LIRL

https#/secureredfinnet.com/
SmartPayments/
transact.asmx

Figure 70

[Gateway ]

Liser Name merchant®@]

Passwiord  [ckkK

Remember Info v

Figure 71
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Select “Yes” to continue the merchant registration
5. process, select “No” to return to the prior screen.
(Figure 73)

8.3 Receipt Settings

STEP ACTION

To edit the information for your printed receipts
select the “Receipt” option. (Figure 74)

: )
L Storing your
password can
L5 enable an :|
unauthorized user
P3 7 to access your :|

* information, by
selecting this
feature you will
not maintain PCI

E= ramnlisnca
q

™

Figure 72
[Gateway }
e
? Validate merchant
H i ing?
P4 login setting j

Figure 73

DISPLAY

[Settings }

Figure 74
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Enter your Merchant DBA (Doing Business As)
2. name, Phone number and Website and select
“Next” to continue. (Figure75)

Enter your Merchant Address and City. Select

3.
“Next” to continue. (Figure 76)
4 Enter your Address State, Postal Code, and
| Country. Select “Next” to continue. (Figure 77)
Enter optional messages on Receipt Lines 1, 2 and
5 3. The messages entered here will be printed on the

bottom of your receipts. Select “Next” to continue.
(Figure 78>

[ Receipt ]

Company: [lest Merchant

Phoneit: BBI59616A7T/7

lNebsite: i bluenamboo.co
m

Figure 75

[Receipt ]

Address 1 Huhn Doe Inc.
Address 2: !23 Anii Road
Crty: Mew York

Figure 76

[Receipt

State: NY

Zip 00230

CountryISA

Figure 77
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8.4 Security Settings

STEP  ACTION

The Pocket POS® application security settings can
1. be changed by selecting the “Security” option.
(Figure 79)

To Change the Access PIN used to validate your
2. identity to unlock the device or process transactions
select “Change Access PIN” option. (Figure 80)

Enter your old Access PIN, and your new Access

PIN twice to confirm the new Access PIN setting.

Press the soft-key below “Save” to continue.
(Figure 81)

[Receipt }

Receipt Line I |
Receipt Line 2:
Receipt Line 3:

=

Figure 78

DISPLAY

[Settings }

Ccarrer

'@ Gateway

i@ Receipt

@ Security

Figure 79

[Security Options }

| Change AccessPN |

(})@ Auto-Lock Delay

lﬂJ@ Enable Save Transaction

Figure 80
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Change Access PIN }

0ld Access PIN |
MNew Access PIN
Confirm Access PIN

Mote: Access PIN is six digits

Figure 81

PCI Security Standards recommends to change your Access PIN frequently, at least 4 times

& ayear.

[Securityr Options }

I@ Change Access PIN

P

-@ Enable Save Transaction

From the Settings Options (Step 1) scroll to the
“Auto-Lock Delay” option and press the soft-key

i Figure 82
below “Ok” to continue.
In the Auto-Lock Delay setting screen scroll to the
time for the delay and select Save (Figure 82 and Auto-Lock Delay }

Figure 83)
Auto-1Lock Delay:

Figure 83
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Select this option to enable saving of transactions
(Figure 84)

9 Logout

STEP ACTION

To properly exit the Pocket POS® application it is
recommended to logout after use. Select “Logout” to
exit. (Figure 85)

If you do not exit the application and use other
features of the device you will be able to resume
the application to the last screen.

Select the left soft-key below the “Yes” option.
(Figure 86)

[Securfty Options }

\'@ Change Access PIN
%@ Auto-Lock Delay

©/enable save Transaction |

Figure 84

DISPLAY

[ Select Option }

@ New Transaction
ln.ﬂ' Saved Transaction
f"-_/ I} Settings

Figure 85

Select Option }

—

T Confirm To
+ Logout ?

Jip

| -..':‘\\‘

,C’ 3

Figure 86
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Appendix A — Host Return Message

Result Response Field Definitions (Error Codes)

The list below contains result codes returned in the Result response field. A decline returned by the
payment processor for this response field is value twelve (12) or thirteen (13). An approval is value zero (0).
Any other value is an error code, which is returned by the payment gateway and not by the payment
processor, please note this response code when troubleshooting your Pocket POS® solution.

Value | Description
-100 Transaction NOT Processed; Generic Host Error

0 Approved

1 User Authentication Failed

2 Invalid Transaction

3 Invalid Transaction Type

4 Invalid Amount

5 Invalid Merchant Information

7 Field Format Error

8 Not a Transaction Server

9 Invalid Parameter Stream

10 Too Many Line Items

11 Client Timeout Waiting for Response

12 Decline

13 Referral

14 Transaction Type Not Supported In This Version

19 Original Transaction ID Not Found

20 Customer Reference Number Not Found
22 Invalid ABA Number
23 Invalid Account Number

31
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24 Invalid Expiration Date

25 Transaction Type Not Supported by Host
26 Invalid Reference Number

27 Invalid Receipt Information

28 Invalid Check Holder Name

29 Invalid Check Number

30 Check DL Verification Requires DL State
40 Transaction did not connect (to NCN because SecureNCIS is not running on the web server)
50 Insufficient Funds Available

99 General Error

100 Invalid Transaction Returned from Host
101 Timeout Value too Small or Invalid Time Out Value
102 Processor Not Available

103 Error Reading Response from Host

104 Timeout waiting for Processor Response
105 Credit Error

106 Host Not Available

107 Duplicate Suppression Timeout

108 Void Error

109 Timeout Waiting for Host Response

110 Duplicate Transaction

111 Capture Error

112 Failed AVS Check

113 Cannot Exceed Sales Cap
1000 | Generic Host Error
1001 Invalid Login

www.bluebamboo.com
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1002 Insufficient Privilege or Invalid Amount
1003 Invalid Login Blocked

1004 Invalid Login Deactivated

1005 | Transaction Type Not Allowed

1006 Unsupported Processor

1007 Invalid Request Message

1008 | Invalid Version

1010 Payment Type Not Supported

1011 | Error Starting Transaction

1012 Error Finishing Transaction

1013 | Error Checking Duplicate

1014 No Records To Settle (in the current batch)

1015 No Records To Process (in the current batch)

AVS Response Codes

The following table contains the possible response values returned for address verification (AVS).

Value | Description
X Exact: Address and nine-digit Zip match

Y Yes: Address and five-digit Zip match

A Address: Address matches, Zip does not

z 5-digit Zip: 5-digit Zip matches, address doesn’t

W Whole Zip: 9-digit Zip matches, address doesn’t

N No: Neither address nor Zip matches

U Unavailable: Address information not available

G Unavailable: Address information not available for international transaction
R Retry: System unavailable or time-out
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Error: Transaction unintelligible for AVS or edit error found in the message that prevents AVS from being

: performed

S Not Supported: Issuer doesn’t support AVS service

B * Street Match: Street addresses match for international transaction, but postal code doesn’t
C * Street Address: Street addresses and postal code not verified for international transaction
D * Match: Street addresses and postal codes match for international transaction

| * Not Verified: Address Information not verified for International transaction

M * Match: Street addresses and postal codes match for international transaction

P * Postal Match: Postal codes match for international transaction, but street address doesn’t
0 ** No response sent

5 Invalid AVS response

* These values are Visa specific.

** These values are returned by the Payment Server and not the processor.

CV Response Codes
The following table contains the possible response values returned for a Card code (i.e. CVV2/CVC2/CID)
check.

Value | Description
M CVV2/CVC2/CID Match

N CVV2/CVC2/CID No Match

P Not Processed

Issuer indicates that the CV data should be present on the card, but the merchant has indicated that the

S
CV data is not present on the card.

U Unknown / Issuer has not certified for CV or issuer has not provided Visa/MasterCard with the CV
encryption keys.

X Server Provider did not respond

34
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Appendix B — Viewing Transaction Reports
Online (Should have images numbered here)

You can view transactions from your Pocket POS® terminal online through the Virtual Terminal interface of
the Payment Server. Contact your merchant service provider payment gateway reseller.

Find Transactions displays transactions that are processed through the Payment Server. Inside the folder,
transactions are grouped by payment types: credit, debit, gift,, EBT and check. They can also be
image-attached, such as check image and signature image. Furthermore, you can process post-auth,
repeat sale, return/refund, and void through Find Transactions, basing on the transactions located in Find
Transactions.

Transaction Summary

The Summary inside Find Transactions provides an overview of all transactions processed within a
chosen date range.

1. To view Transaction Summary, click on the Find Transactions folder
2. Click on the Summary link

Transaction Summary Filters

Date Range | Select a Date Range or enter dates manually below ...+

Start Date |3/29/2004 End Date |4f26/2004

= March 2004 = = April 2004 =
5 o] T w T F 5 5 o] T w T F 5
281 2 3 4 5 6 |28 29 30 31 1 2 3
f 8 5 1o 11 17 134 5 &6 7 & 5 10
14 15 16 17 16 19 20|/ 11 12 13 14 15 16 17

Generate Repont ]

3. Select a pre-defined date range from the Date Range drop-down list. Or, modify Start Date and End
Date. Or, use the “<” or “2” link in the month bar to switch the month, and click on any date link in the
calendar for a particular date.

4. Click Generate Report and a screen will appear similar to the example shown below

35
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Transaction Summary: 372972004 - 4/26/2004

B Transaction Summary Filters

Credit Card Summary

Card Sale Return Return Total
Type Eount J\mount Count Amount Amount

AMEX $0.00 $20.00 ($20.00)
MASTERCARD 1 $1.00 o $0.00 $1.00
VISA 2 $2.00 1] $0.00 $2.00
7 ) e B ) e
Type Count Amount Amount Count Amount
Authorization 5] $62.91 $0.00 0 $0.00
Credit 1 ($20.00) ($20.00) 1 $20.00
ForceCapture 1 $0.00 $1.00 1 $1.00
Repeatsale 1 $3.00 $3.00 1 $3.00
Sale 3 $3.00 $3.00 3 $3.00
Waid 7 40,00 464,00 7 +64.00

Check Summary

Trans Trans Settle Settle
Credit ($591.00) ($591 [ale]
Sale $4.00 $4.00

Find Card Transactions

Card transactions include credit card, debit card, gift card, and EBT card transactions. Since they all have

similar transaction fields, we will discuss one card type, credit card, in detail.

1. Click on the Find Transactions folder

2. To view credit card details, click Credit. To view debit card details, click Debit. To view gift card

transactions, click Gift Cards. To view the EBT details, click EBT.

Transaction Filters

Date Range | Select a Date Range or enter dates manually below . . D

Start Date | 33052004 End Date 5302004

Auth Code Trx Type | All D
Carel Holdder Exelude “oid
Card Mumber Payment Type | Al D
User Status | Approved D
Irreoice Mumber PHRef
Register Total Smount
Customer O

www.bluebamboo.com
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3.

Note:

Refer to Step 3, date range selection, in Transaction Summary later in this chapter for specifying a
date range

For the rest of the filter fields, you don’t need to fill them all, just the ones known. The less information

provided, the more matches shown. The following table illustrates 3 filter fields each with a drop-down list.

® N o o A

Choose a Transaction Type from the drop-down list
Choose an option to Exclude Void transactions or not (by default, this box is checked)
Choose a card Payment Type from the drop-down list
Choose a Status from the drop-sown list
After entering all necessary information, click on the Submit button (the Reset button clears the
form) and a screen will appear similar to the example shown below
Credit Transactions
Ttems per page |10 (0 will fill everything on one page) Raport Farmas | ML v | Download
F FE I e e el e e el e e
- w aw Type & ¥ Type « ¥ - v - Code & ¥ Amt & ¥ -
4/5/2004 Transaction
1577 ;’:WUI:UI DECLINED |WISA VISA AR RREOD2T Sale 3;“\5:“ EQROR- $0.00 $0.00 :Ztrchant
4/5/2004 Missing _
1575 12:50:39 | DECLIMNED | AMEX Amnex MR R4 3] JD“'DE‘ Sale Key (Ses ERDROR $10.00 $10.00 ﬁ::ﬁ,chant
PM ADDRESS
4/5/2004 Transaction
1574 ;;:49:22 DECLINED |AMEX Amex ErERR R Rk g 3] J;J; ForceCapture S:S:nt E?,IROR' $0.00 $3.00 tﬂfztmham
4/5/2004
%l ;;:48:09 APPROVED  AMEX Arnex bk bk kR 3] JDUDE‘ Authorization | APPROVAL 007946 $2.00 $0.00 rt'::tr’chant
4/5/2004
%ﬁ ;%4:25:03 APPROVED |WISA Wisa ARk R g2 JDDJ\; Sale APPROWAL 007858 $1.00 $1.00 :Ztrchant
4/5/2004 John test
1564 iaSS.ZE APPROVED  AMEX AMEX 8431 Doe ForceCapture | APPROVAL  Q4L629 $0.00 $1.00 P
4/5/2004 Aok ok ko ko ok Jane test
1563 ;?4:57:43 APPROVED DIMERS DINERE 001g Doe Authorization | APPROVAL | 007801 $1.00 $0.00 merchant
4/5/2004 John test
1555 6:17:29 APPROVED | MASTERCARD MASTERCARD *###ksksbidingng Authorization | APPROVAL 007571 $5.00 $0.00

Doe merchant

AM

The following gives you a quick overview of each column in the example screen above:

Ref # — A unique reference number that the system assigns to each transaction for an easy retrieval
Customer ID — A unique number that the merchant assigns to identify a customer

Inv # — The optional invoice number that is associated with the transaction

Date — The date and time the transaction was processed

Result — The response for the transaction (Examples are: Approved, Declined)

Payment Type — The transaction’s payment type (Examples are: Visa, MasterCard, Visa, Amex, etc)
Account Type — Same as Payment Type

Card — The partially masked card number

Name — The customer's name

Type — Transaction type (Examples are: Sale, Authorization, ForceCapture, Repeat Sale, and Credit)
Status — The status of the transaction. If a transaction is declined, usually an error message is
displayed (Examples are: Approval, Missing Key (See ADDRESS))

Approval Code — The approval or error code of the transaction

Auth Amt — The dollar amount of an approval or authorization request

Capture Amount — The transaction amount that is captured by the host

User — The user name or terminal that processed the transaction
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Register — The register number on which the transaction is performed

9. To change the number of transactions listed per screen page, edit the Iltems per page box. By
default, the screen shows 10 transactions per page. Entering 0 will display all transactions in one
page. Click Refresh

10. To review the filter fields you have entered earlier for your receiving the current transaction list, click
on the [F sign to expand the filter list.

SFilters)

—Start Date: 4752004
----- End Diate: 4/5/2004
----- Auth Code:

----- Mame On Card:

----- Account Nuom:

----- Tsername: test

----- Itrvoice Mum:

----- Register:

----- Trx Type: All

----- Exclude Void: trae
----- Payment Type: Al
—atatus: Approved
----- PN Ref:

----- Total Amount:

11. To download the transaction list in the XML format, select XML in the Report Format field, and click
Download and a screen will appear similar to the example shown below

- «RichDBDS>
- <TraDetaillCard=

=TR¥_HD_Key=1573</TRx_HD_Key:>
<Invoice_ID />
<Date_DT=2004-04-05T12:48:09.8070000-07:00</Date_DT=
=Merchant_Key=129</Merchant_Key:>
<User_Mame_VYCx>test merchant</\User_Mame_VYC»
<Register_Mumber_CH /=
=Reseller_Key>100</Reseller_Key:>
<Payment_Type_[D>AMEX</Payment_Type_ID>
=Trans_Type_ID=Authorization</Trans_Type_ID>
<Processor_ID=InterceptD</Frocessor_IDx=
<TRx_Settle_Key>1274</TRx_Settle_Key>
<lLast_Update_DT>2004-04-05T12:48:10.6770000-07:00</Last_Update_DT>
<TR¥_Card_Key=1274</TRx_Card_Key>
=Card_Info_Key>1285</Card_Info_Key:>
<auth_Amt_MN=2.0000</Auth_smi_MHz
= Tip_armt_MM=0</Tip_asmt_MH=
=Total_Amt_Mh=0</Total_ami_MH=
<Cash_Back_amt_MN=D</Cash_Back_amt_MHz
<SureCharge_amt_MM=0</SureCharge_amt_Mh=
=pccount_Type_CH>Amex</Account_Type_CH>
<Result_CH>0</Result_CH=
<Result_Txi_YC>APPROVAL</Result_Tut_WCs=
=ppproval_Code_CH=007946</4pproval_Code_CH:=
<Host_Ref Mum_CH=0382¥Q8XWQLWKMY < /Host_Ref Mum_CH>
<AWS_Resp_CH>A</AWS_Resp_CH»
<&WS_Resp_Txt_WC />
=CY_Resp_CH />
<CV_Resp_Txt_WC /=
<Host_Date_CH /=
<Host_Time_CH /=
< ACCT_MUm_CHz#skskoksokkoksok kg4 31 < /acct_Murm_CH=
<Exp_CH=0509</Exp_CH>
=Type_CH>Amex<=/Type_CH>
<MName_on_cCard_YCzJohn Doe</Name_on_Card_%iC>
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12. Or you may choose a Tab Delimited format, and click Download and a screen will appear similar to
the example shown below

TR¥_HD_Key Invoice_ID m@m
4/5/2004 11:25:03 AM 129 test merchant
0 4] 0 APPROVAL 007801

DINERS

<

Date_OT V"'IEI"C"HI’“Z_KE)lr User_Name_wC

100
03B2VQ2B5FM2TZ4 A

Register_Number_CH reseller_Key
VISA sale

13. To further explore the detail of a transaction, click on the transaction’s Ref# link

Print Receipt
Date

Tirme
Trans Type
Auth Amt
Total Amt
Account
Exp Date
lssuer
MNarme
Invoiced
Street

Zip

Entry tethod
Result
AuthCode
hWessage
PHRef
CvVResult

485,004
F:55 P EDT
Sale

§1.00

51.00
a3
0a0s

AMER

John Doe

123

12345
hanual
APPRCOWED
Q0a23s
APPROWAL
1586

$1.00

back to account ®*®*eEeRRREgARIT

’ Yes, Refund Account ]

Repeat a SALE transaction

Charge amount: [$1.00 | to0 account

’ Yesg, Charge Account ]

AVSResponse Address Match No Zip Match

PayMent _Type
InterceptD

Note: There are four kinds of task box you may see, Void, Refund, Capture and Repeat Sale, The following
table shows a list of task box(s) matching transaction types:

Card
Type

Credit
Card

Gift Card

Transaction

Type Settlement
PreAuth N/A
Unsettled
Sale, Force
Capture Settled
Unsettled
Credit Settled
Unsettled
Void Settled
Unsettled
Sale Settled

Task Box(es)

Capture, Repeat
Sale

Void, Repeat Sale

Refund, Repeat
Sale

Void, Repeat Sale

Repeat Sale

Repeat Sale
Void
Refund

39
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14. In the transaction list, if you see ® (the image icon) beneath the transaction’s Ref# link then a
signature is captured for this transaction. Click on the image icon and a screen will appear similar to
the example shown below

Receipt for this transaction:

Date: 04405 /04
Tiime 12:45:10

Tran Type: Batherization
Clerk: test merchant
Trorodce :

BECT: MADTINOODEASL
EF: RAMK

Issuer: Bmex

Cardfolder: Jobm Do

Taquanise Wamber: 03EXVQEKILWEHIENTE
Sip: 12345

Trreer: 123

Result: Bpproved

Response: 007946

B Rddrazs Hatch o Bip Haesh

52.00
£0.00
£0.00
otal: £2.00

g

a

1 Agree to Fay Bbove Total Fmomt
Recording to Card Issuer Bgresment
{Hezchant Rgreement /Cradit oucher]

Mé_cf

Find Check Transactions

The process of searching for a check transaction is identical to that for a card transaction, except that the
searching filters are slightly different.

1. Click on the Find Transactions folder
2. Click on the Check link (shown below)

40
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Check Transaction Report Filters

Date Range | Select a Date Range or enter dates manually below . .. v
Start Date |4412/2004 End Date [4/12/2004
2 april 2004 = B April 2004 2
s M T W T F s 5 M T W T F 5
268 79 50 31 1 2 3|28 2% 30 31 1 2 8
4 5 6 7 & 8 10(/4 5 6 7 8 3 10
LB 13 14 15 16 17 || L P13 14 15 16 17

=
=
.
ko
I~
=
I~
I
I~
I~
I
je3
I~
i
=
jo
-
ko
I~
=
I
=
I~
I~
I~
je3
IR
&

Ira
]
N
jen
I
(2]
=
Ira
[
1
jen
=3
[
len

Check Num Trx Type | All Y
Tranzit hum Auth Code
Check Acct Num Status | Approved e
User MName on Check
Invaice Mumber PhRef
Register Tiotal Amount

3. For date selections, refer to Step 3 under Transaction Summary in later in the chapter

Note: For the rest of the filter fields, you don’t need to fill them all, just the ones known. The less information
provided, the more matches shown. The following table illustrates 2 filter fields each with a drop-down list.

4. Choose a Transaction Type from the drop-down menu
5. Choose a Status from the drop-down menu
6. Click Submit (Reset clears the form) and a screen appears similar to the example shown below

Check Report E-
Ttems per page |10 Refresh [Refresh | (o will fill everything on ene page) Report Format | <ML Dﬂwnlﬂad
Ref # Eustnmer D InuI # Result Payment A((nunt # Translt # |Check # Name TypE Amt REglstEr
P Type « ¥ - av | aw
24348 9/2/2004 3:35:38 AM APPROVED | ECHECK sk kA T300 | 123456780 |1 Sale | $1.00) vitalz
24223 @ 8/31/2004 3:41:10 PM | APPROVED | ECHECK #kkkkk 700 | 123456760 4877 John Doe | Sale | $1.00|vital2
24110 8/30/2004 10:36:13 AM | APPROVED | ECHECK HHEHEETFO0 123456780 1001 Sale | $1.00) vital2

7. Refer to Step 9 through 11 in Find Card Transactions for these three features

The following gives you an overview of each column as shown in the example screen above:
Ref # — A unique reference number that the system assigns to each transaction for an easy retrieval
Customer ID — A unique number that the merchant assigns to identify a customer
Inv # — The optional invoice number that is associated with the transaction
Date — The date and time the transaction was processed
Result — The response for the transaction. Examples are: Approved, Declined
Payment Type — The transaction’s payment type (Examples are: ECHECK, VERIFY)
Account # — The last 4 digits of the checking account number
Transit # — The financial institution’s transit (bank routing) number for the check
Check # — The check number
Name — The customer’s name shown on the check
Type — The type of transaction processed. Examples are: Sale, Credit

Amt — The dollar amount of the check transaction
User — The user name or terminal that processed the transaction
Register — The register number on which the transaction is performed
41
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8. To view the detail of a check transaction, click on its Ref# link

PNRef 23911

Host Ref  0383BAQESD4MIP LKA M %3.00

Date 8/26/2004 back to account ******70a07
Time B:52:04 PM [EDT) [ Yes, Refund Account ]
Customer D 5

Trans Type  Sale Repeat a SALE transaction

Mame ahb
Charge amount: $3.00 | to account
Amount $3.00 i

Transit # 123456780
Accaount # 7850 [ Yes, Charge Account ]
Result Approved
Result Text Approved

Note: There are three kinds of task box you may see, Void, Refund, and Repeat Sale. The following table
shows task boxes matching types of check transactions:

Settlement | Transaction Type Task Box(es)
Void, Repeat
Unsettled Sale Sale

Refund, Repeat
Settled Sale Sale

Unsettled Credit Void

Refer to the Void, Refund, and Repeat Sale section in this chapter.

9. In the transaction list, if you see ® (the image icon) beneath the transaction’s Ref# link then a
check image is captured for this transaction. Click on the image icon

EPSON AMERICA, INC. |
3840 KILROY AIRPORT WAY -
LONG BEACH, CA 90806

“  Paytothe
Order of

. EPSON AMERICA, INC.
©  TEST SAMPLE CHECKS

!
NON-NEGOTIABLE

La7?

For. L.

1Li23L5E7B0R

123456 7850w

Void Transactions

Through Find Transactions, you can Void unsettled credit card, gift card and check transactions:
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Print Receipt woid transaction #20947

Date 4112/2004
Time 12416 PM EDT \E ‘es, Woid this Transaction ]
Trans Type ForceCapture

Auth Amt §0.00
Total Amt F2.00

Repeat a SALE transaction

Charge amount: $2.00 | to account

Account 31 R =

Exp Date 0509

lssuer Armex [ fes, Charge Account ]
MName John Doe

Invoice#

Street

Zip

Entry hethod  Manual

Result APPROVED

AuthCade 007546

Message APPROWAL

PMNRef 2094

CWResult

AWESResponse Address Match No Zip Match

1. To void, click Yes, Void this Transaction. A screen similar to the example below appears

Recponse @ QK

Result : APPROVED
AlUthCode ; YITALS
Message @ APPROVAL
PHREef : 24351
CommercialCard . False

Refund Transactions

Similar to Void you can perform Refund on the settled credit card, gift card and check transactions:

Print Receipt

Date 3/24/2004 $20.00
Tirne 3:01 PM POT back to account **#xkE kR kR gag g

Trans Type Sale
Auth Amt $20.00
Total Amt $20.00

\{\ ez, Refund Account ]

Repeat a SALE transaction

Account ———E431
Charge amount: [$20.00 | to0 account
Eup Date 0509 ok ek ok kD D]
Issuer AMEX
Marme john doe [ Yes, Charge Account ]
Irwoiced
Street 123
Zip 86555
Entry Method  Manual
Result APPROVED

AuthCode 010188
Message APPROWAL

PHRef 1282

CvResult

AWSResponse Address Match No Zip Match
String afternoon

DOB

number 0
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1. To adjust the refund amount, edit the amount field (a valid refund amount is less than or equal to the
original transaction amount)
2. Click on Yes, Refund Account and a screen will appear similar to the example shown below

$23.62

Response @ OK

Result @ APPROVED

Message  APPROVAL

PHRef : 24764

CommercialCard @ False

Click here to go to the Current Batch
Eeport to wview this transaction,

Repeat Sale Transactions

Through Find Transactions, you can perform repeat sale on existing credit card and check transactions.
For credit card repeat sale, you are actually processing a brand new sale transaction, which is slightly
different from the repeat sale discussed in Virtual Terminals. Under Virtual Terminals, the repeat sale
refers to a recurring or installment transaction. Through Find Transactions, theoretically, you can perform
repeat sale on any existing Sale, PreAuth, ForceCapture (PostAuth or ForceAuth), and Return/Credit
credit card transaction.

To make a repeat sale, first find the target transaction through the steps described earlier in this chapter.
Then click on the transaction’s Ref# link. A repeat sale task box will appear (shown below).

Date 512004

Time 3:53 PM PDT amount: (5200 |7

Trans Type Authorization [ Yes, Capture Amount ]

Auth Arnt $2.00

— $.o Pepeat a SALE transaction

Account 5454

Exp Date 0509 Charge Amount: to account
************5454?

lssuer MASTERCARD

Mame John Doe

it \[\_Yes‘ Charge Account ]

Strest

Zip

Eniry Method Manual

Result APPROVED

AuthCode 008236

Message APPROWAL

PrRef 1584

CvResult

AvSResponse Address Match Mo Zip Match

1. To chant the amount of the repeat sale, edit the amount field
2. Click on Yes, Charge Account and a screen will appear similar to the example shown below
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Repeat a SALE transaction

Charge amount: |$3.00

AuthCode @ VITALS
Message : APPROVAL VITALBE
PHRef @ 24762

CommercialCard : False
Click here to go to the Current Batch
Eeport to view this transaction.

Capture PreAuth Transactions

The procedure of capturing a PreAuth credit card transaction is also called PostAuth. It is the completion of a
PreAuth transaction. To do so, first locate the transaction through the steps described earlier in this chapter.
Then click on the transaction’s Ref# link. A Capture task box will appear to the right of the transaction detail.

Print Receipt

Date 44512004 Amount: $1.00 |7

Tirne 10:57 An PDT \f\\\f_e& Capture Amaunt ]

Trans Type Autharization

Auth Arnt $1.00 5 o EAEG "

Total Amt $0.00 epeat a ransaction

Account | § Charge Amount: [$0.00 | to account
K (1 57

Exp Date 0502

lssuer DINERS Yes, Charge Account ]

Name Jane Doe

Invoiced

Street

Zip

Entry Method Manual

Result APPROVED

AuthCode 007801

Message APPROVAL

PhRef 1563

CWResult

AVEResponse Address Match Mo Zip Match

1. To change the capturing amount, edit the amount field
2. Click Yes, Capture Amount and a screen similar to the example below will appear

amount: $1.00

Response @ OK

Result : APPROYED

AuthCode @ VITALT

Message | APPROVAL

PHRef : 24763

CommercialCard © False

Click here to go to the Current Batch
Eeport to wiew this transaction.
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